Globalinfection by
contagious malware

= - "-

-

Centre for

NANYANG Risk Studies

e TECHNOLOGICAL 7 -
Q7 IRRERAS LLOYD'S ‘ Msic SCOR ap oEYOr
- CAMBRIDGE

Judge Business School



About CyRiM

Cyber risks are emerging risk with new complexities that
call for insurers and risk managers to jointly develop
innovative solutions and tools, and enhance awareness
and underwriting expertise.

The Cyber Risk Management (CyRiM) project is led by
NTU-IRFRC in collaboration with industry partners and
academic experts. CyRiM is a pre-competitive research
project that aims to foster an efficient cyber risk
insurance market place through engaging industry and
academic experts guided by government and policy level
research. The CyRiM project will help Singapore to
become an industry centre of excellence on cyber risk
and grow the cyber risk insurance market by promoting
both the demand and the supply of insurance coverage.

For more information about CyRiM please visit
http://irfrc.ntu.edu.sg/Research/cyrim/Pages/Home.aspx

CyRIM disclaimer

This report has been co-produced by Lloyd's, Aon Centre
for Innovation and Analytics, MSIG, SCOR TransRe and
CyRiM for general information purposes only. This does
not reflect the views of the Nanyang Technological
University of Singapore Insurance Risk and Finance
Research Centre and additionally does not necessarily
reflect the views of any of CyRiM partners. While care
has been taken in gathering the data and preparing the
report and the information herein, Lloyd's, CyRiM, the
Nanyang Technological University of Singapore
Insurance Risk and Finance Research Centre and the
Cambridge Centre for Risk Studies do not make any
representations or warranties as to its accuracy or
completeness and expressly excludes to the maximum
extent permitted by law all those that might otherwise be
implied. Lloyd's, Aon Centre for Innovation and Analytics,
MSIG, SCOR TransRe the Nanyang Technological
University of Singapore Insurance Risk and Finance
Research Centre, CyRiM and the Cambridge Centre for
Risk Studies accept no responsibility or liability for any
loss or damage of any nature occasioned to any person
as a result of acting or refraining from acting as a result
of, or in reliance on, any statement, fact, figure or
expression of opinion or belief contained in this report.
This report does not constitute advice of any kind.

© 2019 All rights reserved

Bashe attack — Global infection by contagious malware

About Cambridge Centre for Risk Studies

The Centre for Risk Studies is a world leading centre for
the study of the management of economic and societal
risks. The Centre’s focus is the analysis, assessment,
and mitigation of global vulnerabilities for the
advancement of political, business, and individual
decision makers.

The Centre provides frameworks for recognizing,
assessing, and managing the impacts of systemic
threats. The research programme is concerned with
catastrophes and how their impacts ripple across an
increasingly connected world with consequent effects on
the international economy, financial markets, firms in the
financial sectors, and global corporations. To test
research outputs and guide new research agendas, the
Centre engages with the business community,
government policy makers, regulators, and industry
bodies.

Cambridge Centre for Risk Studies disclaimer

This report describes a hypothetical scenario developed
as a stress test for risk management purposes. It is not a
prediction. The Cambridge Centre for Risk Studies
develops hypothetical scenarios for use in improving
business resilience to shocks. These are contingency
scenarios used for ‘what-if’ studies and do not constitute
forecasts of what is likely to happen.

The views contained in this report are entirely those of
the research team of the Cambridge Centre for Risk
Studies, and do not imply any endorsement of these
views by the organisations supporting the research, or
our consultants and collaborators. The results of the
research presented in this report are for information
purposes only. This report is not intended to provide a
sufficient basis on which to make an investment decision.
The Centre is not liable for any loss or damage arising
from its use. Any commercial use will require a license
agreement with the Cambridge Centre for Risk Studies.

Copyright © 2019 by Cambridge Centre for Risk Studies
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About CyRiM

About CyRIM

The Cyber Risk Management (CyRiM) project is led by
Nanyang Technological University — Insurance Risk and
Finance Research Centre (NTU-IRFRC) in collaboration
with industry partners and academic experts including the
Cambridge Centre for Risk Studies. CyRiM is a pre-
competitive research project that aims to foster an
efficient cyber risk insurance market place through
engaging industry and academic experts guided by
government and policy level research. The CyRiM project
will help Singapore become an industry centre of
excellence on cyber risk and grow the cyber risk
insurance market by promoting both the demand and
supply of insurance coverage.

Scope

The project initially considered all cyber related insurance
risks such as data breach, property damage, personal
injury and loss of life, liability, reputation damage,
infrastructure damage, and terrorism. However, for
effective data analytics, the project’s scope was refined
through identification and selection of those risks
considered insurable and suitable for further actuarial
modelling. The full range of risks are considered in the
cyber event scenarios.

The CyRiM project is based in Singapore and has a
strong focus on building local capabilities relating to
cyber risk while also maintaining a global perspective
with hubs in the US and Europe.

Problem statement

The real and present danger posed by cyber risk to
businesses and society needs to be tackled on multiple
levels. Insurance is one important component in
managing this rapidly growing threat as it can provide risk
mitigation and transfer. However, the insurance industry
is improving the understanding of the unique, complex
and evolving nature of cyber risk to provide a robust
cyber insurance cover required by those at risk. The lack
of sound data, the rapidly changing cyber threat
environment, developing regulation and policy landscape,
and the global nature of cyber risk with potential for high
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accumulation risk, constrains the development of the
current cyber risk insurance market.

Objectives

- Research into the definition of cyber risk with the
aim of delivering an appropriate classification that
also considers the emerging cyber — information
risk landscape and jurisdiction variations.

— Creation of a cyber related event loss data-set
including analysis of risk drivers and translation
to estimated insurance claims based on a
standardised set of defined contract wordings.

— Creation of a set of cyber event scenarios for
impact quantification and study of accumulation
risk in systemic events.

— Creation of benchmark cyber loss models and
dependency information to support actuarial
pricing.

- Collaborative development of a non-intrusive
cyber security exposure assessments capability
to support company rating and integration with
underwriting processes.

Governance and funding

— Aon Centre for Innovation and Analytics
- Lloyd’s of London

- MSIG

- SCOR

- TransRe

The project is overseen by a Project Oversight Board
consisting of representatives of Monetary Authority of
Singapore (MAS), Cyber Security Agency of Singapore
(CSA), NTU-IRFRC and the industry Founding Members.
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Executive summary

‘Bashe attack: Global infection by contagious malware’ is
the first of two joint reports produced by the Cyber Risk
Management (CyRiM) project led by Nanyang
Technological University, in collaboration with industry
partners and academic experts including the Cambridge
Centre for Risk Studies. CyRiM industry founding
members include Aon Centre for Innovation and
Analytics, Lloyd’s - the specialist insurance and
reinsurance market, MSIG, SCOR, and TransRe.

Cyber-attacks pose an increasingly severe threat to the
global economy. Society’s reliance on technology and
increased connectivity means it is more vulnerable than
ever to malicious software, or malware as it is known.

While several cyber-attacks have spread across the
world in a matter of minutes, there has yet to be a
coordinated attack that causes catastrophic-level losses.
This report models such an attack through a hypothetical
scenario in which the devices of hundreds of thousands
of companies are infected with ransomware — malware
that threatens to destroy or block access to files unless a
ransom is paid.

This report explores how a ransomware attack might take
place and what the impacts would be on governments,
businesses, and the insurance sector.

In the scenario, the malware enters company networks
through a malicious email, which, once opened, encrypts
all the data on every device connected to the network.
The email is forwarded to all contacts automatically to
infect the greatest number of devices. Companies of all
sizes and in all sectors are forced to pay a ransom to
decrypt their data or to replace their infected devices.

Other costs accrue as the scenario unfolds including
cyber incident response, damage control and mitigation,
business interruption, lost revenue, and reduced
productivity. The report analyses the costs of the
scenario using three levels of severity with S1 being the
least and X1 the most severe.

The scenario shows how exposed society is to such an

attack and how much it would disrupt and cost the global
economy.
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Key findings

Total economic losses

The scenario shows the economic damage to the world
economy from a concerted global cyber-attack
propagated via malicious email may range from between
$85 billion (in the least severe scenario variant, S1) to
$193 billion (in the most severe scenario variant, X1).

Economic losses by industry sector

In the S1 scenario, retail suffers the highest total
economic loss globally ($15 billion), followed by
healthcare ($10 billion) and manufacturing ($9 billion). In
X1 retail and healthcare would be the most affected ($25
billion each), followed by manufacturing ($24 billion).

In retail, the malware’s encryption of payment systems in
traditional retail outlets causes a significant decline in
sales revenue while the attack lasts. E-commerce retalil
revenue is also affected as websites struggle to process
web traffic and payment systems fail.

Healthcare is the second-most impacted sector due to
the malware’s penetration of legacy systems on old
healthcare IT equipment that are difficult to clean up and
patch. Replacing these systems is costly. This causes
significant delays in the recovery process and leads to
loss of revenue. Historically. the healthcare sector has
been vulnerable to high levels of malware infection due to
legacy IT infrastructure systems, which are more
vulnerable to malware, and low investment in IT.

The manufacturing sector suffers significant revenue loss
because the malware encrypts manufacturing equipment
which halts production. The encryption of inventory
management systems further disrupts production. The
indirect impact on international trade causes delays in the
transportation of ‘final’ goods these companies produce
as well as intermediary goods needed for production.
This causes further disruption and revenue loss.



Executive summary

Economic losses by region

The negative economic consequences of the scenario
are experienced across the globe. The region with the
highest total economic loss is the US, followed by
Europe, Asia, and the Rest of the World.

S1 S2 X1

Total economic loss
global ($bn) $85 $159 $193
us $46 $77 $89
Europe $30 $61 $76
Asia $6 $14 $19

Rest of the
World $3 $7 $9

The US the economic loss, which ranges from $46-89
billion is driven primarily by the infection of premier-sized
companies, particularly within the service sectors such as
finance, healthcare and retail. High infection rates in the
finance sector cause significant disruption to the US
financial markets.

In Europe, the second-most affected region, with $30-76
billion at stake, retail, business and professional services,
and manufacturing are the hardest hit sectors. One
reason the financial costs are lower than in the US is that
the malware infects a much higher number of small and
medium-sized enterprises and a lower number of
premier-sized companies. This penetration of SMESs in
Europe and the relatively high infection rate of small
companies (due to poor cyber defences - see Section 3)
increases the number of businesses infected but due to
the low potential revenue loss per day for small
companies, the economic loss is constrained.

Focus on Asia

Asia is the third most impacted region in the scenario
with economic losses ranging between $6-18 billion. The
region is less affected than the US and Europe due to a
lower presence of sectors with high vulnerability scores,
thus less likely to be infected.?

The healthcare, transportation and manufacturing sectors
are the most severely affected sectors in the region. The
disruption to production lines halts or slows down
production in manufacturing companies across Asia.
Countries such as China, which has the second largest
share of total intermediary goods exported in the world,
are particularly impacted in the scenario.

1 A Sectoral Vulnerability Score (SVS) was created by CCRS to capture
and integrate the key components of sectoral vulnerabilities to malware.
The companies with more severe and frequent historical malware
events and those with lower defensive capabilities are scored to be
more vulnerable. Please see Section 3 for more information.
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The disruption to transportation links compounds the
economic loss in the manufacturing sector as stocks of
final and intermediary goods already produced are forced
to remain in storage.

Global insurance losses

The report also analyses the impacts of the scenario on
‘affirmative’ and ‘non-affirmative’ cyber insurance losses.
(Standalone cyber policies and cyber endorsements on
traditional policies are considered affirmative cyber
insurance, while traditional policies without explicit
exclusions are considered non-affirmative.)

The scenario shows that during and after such an attack
insurance claims would be made for Business
Interruption, Contingent Business Interruption, Cyber
Extortion, Incident Response Costs, Personal Cyber
along with Liability. The total claims paid by the insurance
industry in this scenario is estimated to be from $10
billion in S1 to $27 billion in X1 (where the loss of data
from the malware triggers additional claims of data and
software loss).

Close examination of these results indicates that
Business Interruption coverage is the main driver of the
insured losses (71% of total losses for S1, 59% for X1).

A comparison of the insurance losses with the total
economic losses and the 2019 estimated total global
cyber insurance premium puts these losses in context.
Comparing the insurance loss estimates to the economic
losses shows insurance industry losses are between 9%
and 14% of the total economic loss, which shows there
are high levels of underinsurance for this type of cyber-
attack.

The estimated 2019 cyber affirmative insurance premium
globally is $6.4 billion, which puts the insurance industry
loss estimates at 1.2 to 3.4 times the annual insurance
premiums. 2 This shows that the insurance industry is
significantly exposed to a contagious malware event.

2 This is calculated by summing all the losses minus the non-affirmative
Business Interruption losses and dividing by the estimated 2019 cyber
affirmative insurance premium.
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Types of companies that would make claims
There are three primary categories of policyholders that
would make claims in this scenario:

1. Companies directly impacted by ransomware attacks
in sectors highly dependent on connected and IT
devices for revenue.

a. Business Interruption due to the
unavailability of IT systems or data resulting
in loss of profits and extra expense.

b. Data and software loss for reconstituting
encrypted and wiped data.

c. Cyber extortion loss for ransom payments.

d. Incident response costs.

e. Liability, which covers the cost of claims
resulting from the cyber incident.

2. Companies indirectly affected - those companies not
affected by the ransomware attack but are impacted
by third-party IT failure and supply chain disruption.

a. Contingent Business Interruption.

b. Liability, which covers the cost of claims
resulting from the cyber incident.

3. Defendant companies.?

a. Liability and Technology Errors & Omissions
resulting from third parties, inadequate
technical services or products.

Conclusions

The report shows that the reliance of the global economy
on connectivity significantly increases the scope of the
damage caused by malware and, for the first time,
guantifies the impacts of a global, systemic, ransomware
attack.

Many sectors would be affected across the world with the
largest losses in retail, healthcare, manufacturing, and
banking. The impacts spread throughout the supply chain
caused by the encryption of digital devices with
contingent business interruption identified as particularly
damaging. For example, indirect losses in the banking
and finance sectors would roughly match the direct
economic impact of the malware for that sector.

The scenario challenges assumptions of global
preparedness for a cyber-attack of this nature and sends
a clear message to organisations — individual entities,
industry associations, markets band policymakers — that
they must improve their awareness, and assessment of
this threat.

3 The scenario assumes that a limited number of companies directly
impacted will sue their IT service providers who fail to provide services
due to outages in their systems, and whom companies deem as
culpable in not protecting their systems from malware vulnerability.
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This includes building effective response capability to
contagious malware as a key part of their business
operations and working more closely with insurance
companies to develop cyber defence strategies.

There are also lessons for the insurance sector, as the
report also highlights potential insurance policy, legal,
and aggregation issues in cyber insurance offerings.
Insurers should make explicit allowance for aggregating
cyber-related catastrophes. To achieve this, data
collection and quality is important, especially as cyber
risks are constantly changing.

There are also opportunities for insurers to grow their
business in the insurance classes associated with
ransomware attacks. For example, Asia is one of the
fastest-growing markets for cyber insurance. The market
saw an 87% increase in cyber insurance take-up rates in
Asia in 2017 with the current global premiums estimated
to total $50 million.# The increase in cyber-attacks in
2017 in Asia over recent years means companies are
more likely to have standalone cyber insurance than
before. Further insurance take-up is likely in the future.

The US is the world’s most developed cyber market and
one that is growing year on year, while in Europe, GDPR
legislation and its penalties for non-compliance should
stimulate further growth in the market.

The expansion of the cyber insurance market is both
necessary and inevitable. Scenarios such as the ‘Bashe
Attack’ help insurers expand their view of cyber risks
ahead of the next event and help them create new
products and services that make businesses and
communities more resilient.

4 Williams 2016; Weinland 2017; OECD 2017
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1. Introduction to the scenario

The ‘Bashe attack: Global infection by contagious
malware’ scenario was created by the University of
Cambridge Centre for Risk Studies (CCRS) as a
fictionalised account of a catastrophic global cyber-attack
through malware infection. It presents an unlikely, and
extreme, yet plausible scenario that culminates in
catastrophic economic and insurance losses with lasting
conseqguences. The scenario narrative is informed by
research into historical precedents and consultations with
subject matter experts to ensure consistent validity and
realistic conclusions.

With inherently global economies becoming progressively
dependent on digital links, it is essential to understand
the strengths and weaknesses of these links. Technology
has improved resilience to countless threats from an
individual level to a societal level. However, increased
dependence on connectivity exposes a new breed of
risks.> The instant communication and security involved
in international trade, electricity, gas, oil, air traffic, road
and railroad networks are all highly dependent on
process control and networked computer systems® and
each has the potential for manipulation in a cyber-attack.’

The Bashe scenario

To depict a range of impacts for the Bashe attack, CCRS
developed three scenario variants, each with an
increasing degree of severity.

5 Dickey 2015
5 Gottwald 2009
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The S1 scenario represents a low probability, high impact
set of consequences for a ransomware attack that
encrypts the data on infected devices running Operating
System A, compromising 43.1% of all global devices. The
S2 scenario presents a significantly worse assumption
set where the encryptor has the capability to impact
devices on both Operating System A and B totalling
97.3% of all devices worldwide. In the X1 scenario, the
malware is an encryptor for company devices and back-
up wiper that can impact devices running Operating
System A or B, once again totalling 97.3% of devices
worldwide. The loss of data in the X1 variant changes
assumptions regarding regulatory payments, exclusion
clauses, and the lines of insurance impacted. The X1
scenario represents the credible upper extreme of the
permutation of variables and would equate to the 95t
percentile of confidence.

The extended scenario narrative of Section 2 details the
events and effects of the S1 scenario where the
ransomware encrypts the data on infected devices. While
an extended narrative is not provided for the S2 variant,
which increases the susceptible population, or the X1
variant where the malware encrypts the data and wipes
the back-ups, the results for economic and insured
losses are detailed for all three variants.

Scenario creation and interpretation is an exercise in
understanding the holistic effects of a catastrophic event.
The narrative outlines a series of events leading up to,
during, and following a global ransomware attack to
provide useful insights for the insurance industry without
supplying highly securitised and essential vulnerability
information or systemic flaws to would-be attackers. The
Bashe scenario is offered as a stress test to challenge
the assumptions of the status quo regarding cyber
preparedness and to enable companies to benchmark
their risk management procedures. It raises awareness of
a systemic threat to all companies that rely on connected
devices for management and revenue. In addition, the
analysis of this report highlights potential insurance
policy, legal, and aggregation issues in cyber insurance
offerings.

" Ruffle et al. 2015
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2. Bashe attack: global infection by
contagious malware scenario

The continued growth and reliability of cryptocurrencies
motivates an established crime organisation in southeast
Asia to move into the cyber sector of the black market.
The organisation’s offline ventures provide the capital
required to source a team of highly educated and
experienced professionals to design the most disruptive
malware event to date, ransoming millions of devices
across the globe within minutes.

Phase 1: Recruitment

The process of vetting and recruiting takes six months
before all members of the team have signed their
contracts and begun. Following consultations with
members of the black economy and IT professionals, the
venture determines its team requires six programmers to
carry out a malware attack on a global scale within the
year. To ensure a profitable operation, all members of the
team are given a 2% stake in the profit from the attack.
All members are fully aware of the purpose of their
employment.

‘Wana Decrypt0r 20

Qoops, your files have been encrypted!

‘What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
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Payment will be raised on | BN My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Loft You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
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Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months
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Your files will be lost on

Sl How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>
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click <How to buy bitcoins>.
|And send the correct amount to the address specified in this window.
k <Check Payment>. Best time to check: 9:00am - 11:00am

52012017 00:47:55

Time Left

Send $300 worth of bitcoin to this address:
n
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Check Payment

Contact Us

The Wanna Decryptor ransomware note®

8 Wikipedia 2017
% Newman 2017
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Phase 2: Research and
development

The destructive nature of the attack and the potential for
substantial financial reward makes a global ransomware
attack alluring to all members of the team. They know
that to reap a significant sum their attack must target a
significant number of devices, be able to spread
independent of human interaction, and successfully
encrypt all essential data on the affected devices. The
attack team strategically avoids the pitfalls of previous
global ransomware attacks, which have included a web-
based kill-switch (WannaCry, 2017),° the mishandling of
bitcoin addresses to each device (WannaCry, 2017),10
and attacking a vulnerability with a patch (WannacCry,
2017; NotPetya 2017)11.

10 vanderburg 2018
11 Nunnikhoven 2017
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Box 2: WannaCry - one ransomware, two
perspectives

The WannaCryptor ransomware spread across the
globe and infected more than 300,000 devices in
150 countries through file-sharing protocols in
outdated Windows XP and Windows 8 operating
systems.'? These vulnerable operating systems
were exploited across all sectors. The UK
healthcare sector was crippled, causing the
diversion of ambulances, cancelled appointments,
and the closure of a handful of surgeries. Denial of
access, or restricted access, to operational
technologies, including manufacturing processes,
gas pump payment applications, and telephone
exchange equipment, caused an estimated $8
billion loss to businesses.'® From a victim business
perspective, WannaCry was a successfully
disruptive event.

The WannaCry attackers targeted an out-of-date
version of a popular operating system that already
had a patch available, limiting themselves to only
unpatched devices — approximately 0.1% of the 400
million eligible.** The ransomware demanded
between $300 and $600 for the decryption key per
device but lacked the ability to track payments,
rendering paying the ransom useless, and the
attackers earned less than $150,000 through
ransom payments.® The purchasing of a $10.69
domain name, referenced by the ransomware,
successfully halted the spread. This obstacle could
have been easily avoided if the attackers had
registered the web-based kill-switch.6
Consequently, from a cybercrime perspective,
WannaCry was a failure.

12 Graham 2017; Brandom 2017
13 “Re/Insurance to Take Minimal Share of $8 Billion WannaCry
Economic Loss: A.M. Best - Reinsurance News” 2017
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Phase 3: The spread

The ransomware is designed to be the most infectious
malware of all time in terms of the number of companies
infected as well as the number of computers infected
within each company.

The malware is delivered to each company through a
phishing email appearing to have come from the
specified company’s Payroll department with the subject
‘Year-End Bonus.” The sophisticated malware mimics the
domain of the target email address, using that to spoof
the ‘sent from’ part of the email header and email
address. An attachment titled ‘BonusScheme.pdf’ holds
the trigger for the ransomware.

Once a single employee has opened the attachment, a
hidden executable runs on the computer, downloading
the ransomware worm. Minutes after the attachment is
first opened, all data on computers sharing the network
with that device have been fully encrypted and the
victims are presented with a ransom message
demanding $700 in an open-source cryptocurrency for
decryption.

To further its spread to other networks within a company
and to connected external organisations, the worm
forwards the malicious email to all contacts within
infected devices’ address books eluding detection
through its sophisticated domain mimicking capabilities.
Due to its launch from an infected attachment, the
majority of infections begin on desktop computers. The
worm thus spreads laterally within each network of a
company and continues to infect other companies and
isolated networks by forwarding on the infected email.
The attack is set to deploy just prior to the New Year to
impact sales for the global holiday seasons and lead
corporations into the new year in disarray.

Corporations regardless of size and sector find
themselves in a panic as they are no longer able to
process hard payments, communicate between sites via
email, or run essential programs. Traders, police officers
and healthcare professionals alike find themselves forced
to revert to pen and paper to complete their daily duties.
Infections are concentrated in sectors where connected
devices are embedded in their critical infrastructure and
revenue strategies.

In 24 hours, the ransomware encrypts the data on nearly
30 million devices worldwide.

4 Woo 2017
15 Gibbs 2017; Collins 2017
16 Greenberg 2017
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Figure 1: Global infection of the contagious malware
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Regardless of the rate of infection within a company, individuals and corporations are advised by governments across
the world to immediately shut down all devices connected to the internet to quarantine the spread of the ransomware.
This strategy has little impact as the infection spreads across the globe before the advice is given. Companies that shut
down their computers in time or that run on a different operating system remain free from infection. Forced shutdowns
do, however, prevent some companies from taking stock of which computers have been infected, forcing the eventual
replacement or servicing of all computers on the network, regardless of infection.

Bashe attack — Global infection by contagious malware
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Phase 4: The response

Affected companies calculate the cost-benefit of paying
the ransom to avoid costly business interruption.
Companies adopt a range of strategies in the days
following the attack including the following:

Replace

Companies with air-gapped backup systems pay to clean
up or replace all their infected devices and rely on the
backups rather than pay the ransom.” The estimated
clean-up cost per device is $350 with an average of three
devices per employee including work computers, laptops,
and other mobile devices.

Replacing all the computers within a network takes
several days, in part due to surging demand from many
impacted companies.!® After all the computers have been
replaced, employees are restricted from sending emails
until further notice and internet usage is highly
regulated.®

Ransom payment

Devices are successfully decrypted when the $700
ransom per infected computer is paid to encourage other
companies to decrypt devices rather than replace them.
Due to the critical reliance on systems, thousands of
companies pay the ransom to regain access to their

computers, 8% of all healthcare companies are forced to
pay the ransom to keep life-saving equipment online.
Similar proportions of companies pay the ransom across
all sectors to reduce business interruption. Overall, the
criminal organisation brings in $1.14 to $2.78 billion in
extortion costs, depending on the scenario variant.

The probability of ransom payment is inversely correlated
with company size. The highest proportion of companies
that pay the ransom are small companies, as depicted in
Figure 2. This is due to the lessened capacity of small
companies to finance and manage the clean-up process
combined with a lower resilience to revenue shocks,
which scales up with company size. Due to potential
reputation damage and financial security, premier
companies are the most reluctant to pay the ransom.
These companies often have the relative IT and
economic capacity to deal with large-scale cyber-attacks.

Box 3: Maersk replaces tens of thousands of
computers

The NotPetya ransomware attack in 2017 hit the
world’s largest container shipping company,

A.P. Moller-Maersk. The IT team reinstalled over
4,000 servers, 45,000 PCs, and 2500
applications over a ten-day period. This was
estimated to cost Maersk up to $300 million.*®

Figure 2: Proportion of companies that pay the ransom by size and turnover?®

Small, 39%

17 Osborne 2018
18 Greenberg 2018
19 Chirgwin 2018
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Medium, 29%

Large, 23%

Premier, 3%

20 See Table 2 on page 19 for companies’ definition. The differentiation

by size of company is defined by the total number of employees and
revenue.
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Phase 5: The aftermath

The full extent of the damage from the ransomware
attack becomes apparent and servicing the infected
machines is accomplished over the course of the next
year with critical systems receiving immediate attention.
The global cost of the malware clean-up quickly reaches
billions of dollars.

As companies slowly come back online, the media
perpetuates feelings of distrust in connected devices and
the imminent fear of a copycat attack. Corporate email
accounts are scrutinised. Restrictions are placed on
employee accounts, limiting those able to send and
receive messages to external networks, changing the
face of online client relationship management and
business-to-business interactions.

The demand for IT security companies to assess and
protect corporate networks grows exponentially in the
hopes of preventing a follow-on attack. Companies
across sectors and size act to better educate their
workforce about cyber security. Cyber crisis management
courses become an insurance requirement to ensure
corporates are doing their due diligence to prevent
another attack.

Some corporates may experience lawsuits against their
directors and officers for their failure to prevent, and any
mishandling of, the cyber-attack, causing a share price
drop and a potential violation of the directors’ and
officers’ fiduciary duty owed to shareholders. This is an
added expense for corporates on top of the mounting
costs of recovering from the malware event.

Once all critical systems have been restored and
businesses return to near-normal functioning in the post-
ransom period, focus shifts from triaging the attack to
understanding it. Efforts are made worldwide to
understand both the malware and its range of infection.
Eventually, through flaws in cryptocurrency anonymity,
the malware is traced back to the servers that were
connected to an open-source cryptocurrency transaction
for ransom payments. While investigators can place the
servers at the time of the attack in southeast Asia, the
physical hardware is no longer in existence and the
attack cannot be traced.

A global push for punishment for cybercrime puts
pressure on international legislation to police cybercrimes
and cryptocurrency transactions. Political leaders and
business professionals aim to work together to prevent
another cyber-attack of such magnitude. Governmental
regulations require cyber crisis management plans,
employee training for cyber security, and air-gapped
backups for any company connected to the internet.

Bashe attack — Global infection by contagious malware
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3. Scenario variants

To depict a wide range of impact for the catastrophic
scenario, the Centre for Risk Studies (CCRS) developed
three severity variants for the ‘Bashe attack: Global
infection by contagious malware’ scenario.

The S1 scenario variant represents a low probability, high
impact occurrence using the ‘best estimate’ assumptions
of consequences. The S2 scenario variant presents a
significantly worse assumption set. The X1 extreme
scenario variant represents the credible upper extreme of
the permutation of variables for S1 and would equate to
the 95" percentile of confidence. It does not, however,
represent the upper bound for potential losses.

The full narrative described for the Bashe scenario
details the S1 baseline scenario. Although all scenario
variants are highly unlikely, this variant presents the most
probable sequence of events. S2 and X1 see changes
made to specific variables within the set of events — the
ransomware’s attack surface, infection rate, and payload
— which increase the damage and global impact. Internal
replication rates faced by infected companies?! remain
constant across scenario variants and range between 0-
50%, depending on the sector. All other variables are
also held constant across these variants.

A key aspect to determining the characteristics of the
scenario variants was the CCRS Historical Malware
Dataset and Malware taxonomy. CCRS compiled
historical malware precedents dating from 1988 to 2018
including data on all aspects of the attacks including but
not limited to infection rates, replication rates, operating
systems, file types, damage costs, and aliases of the
malware as well as extensive interviews with subject
matter experts.

21 Companies in this report refer to private sector only. Public
institutions are excluded from calculations, but would likely be exposed.
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This internal dataset allowed CCRS to create low
probability, but technically sound, scenario variants
founded on historical occurrences as is done in natural
catastrophe scenario modelling.

Overview of scenario variants

Table 1: Scenario variants with key statistics

Range of
infection
Scenario Attack rates?2 Payload
variant  surface %of
companies
infected by
size
) Ransomware for
Operating
S1 1% -9% all network
System A )
devices
Operating Ransomware for
S2 Systems A 2% - 16% all network
and B devices
Ransomware for
Operating all network
X1 Systems A 3% -21% devices and a
and B Wiper for all
backups

22 The infection rates shown in Table 1 represent a range that has been
scaled based on a Sectoral Vulnerability Score, described further in this
section.
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Attack surface

The attack surface is defined as the number of devices
vulnerable to an attack. In this scenario set, the number
of devices vulnerable to attack is dictated by the targeted
operating system. To increase the severity of impact for
each variant, the attack surface is extended.

For the S1 scenario variant, the attack surface is
restricted to those devices running Operating System A,
which runs on 43.1% of global devices.

For the S2 and X1 scenario variants, the wider attack
surface includes devices using both Operating Systems
A and B. Operating System B encompasses 54.2% of
global devices. The combined total of these two
operating systems thus increases the potential attack
surface to 97.3% devices worldwide.

Infection rate

The infection rate is defined as the number of companies
impacted by the attack. While cyber threat actors intend
to infect all potential companies, the proportion of
companies that suffer from the infection is much lower
due to diversified company IT security configuration. In
each variant of the attack, the ransomware becomes
more effective, infecting more companies across
scenario severities. The differentiation by size of
company is defined by the total number of employees
and revenue as outlined in Table 2.

2 “Managing Cyber Insurance Accumulation Risk” 2016
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Table 2: Size of companies for use in the Bashe scenario

Number of
Revenue
employees
Typical  Typical Typical Typical
Min Max Min Max

Premier >2000 >US$3 Bn
Large 500 2000 $40 M $3 Bn
Medium 100 500 $10 M $40 M
Small 20 100 $2 M $10 M

Source: Managing Cyber Insurance Accumulation Risk, CCRS and
RMS (2015)%

The historical precedents of infection rates from
ransomware delivered by phishing in the CCRS Malware
Dataset and Malware Taxonomy combined with subject
matter expertise resulted in the infection rates detailed in
Table 3 which details the baseline infection rate by size
of company for each of the scenario variants. These
infection rates were differentiated by sector using a
Sectoral Vulnerability Score (SVS) created by CCRS
shown in Table 3.

The SVS score attempts to capture and integrate the key
components of sectoral vulnerabilities to malware. These
components are operationalised as historical precedents
and current defensive capabilities. Those companies with
more severe and frequent historical malware events and
those with lower defensive capabilities are scored to be
more vulnerable. This score ranges from 1 to 5, with 1
indicating the most secure sector with strong defensive
capabilities and a lower likelihood of being infected by
malware and 5 indicating the least secure sector with the
weakest defensive capabilities and a high likelihood of
infection.
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Table 3: Infection rate by size and sector for S1

Sector SVS Premier Large Medium Small
Business & Professional Services 3 4% 3% 3% 4%
Defence / Military Contractor 1 3% 3% 3% 2%
Education 5 9% 6% 6% 8%
Energy 2 5% 2% 2% 3%
Entertainment & Media 4 7% 4% 4% 5%
Finance - Banking 5 7% 6% 6% 8%
Finance - Insurance 4 6% 4% 4% 5%
Finance - Investment management 4 6% 4% 4% 5%
Food & Agriculture 2 3% 2% 2% 3%
Healthcare 4 6% 4% 4% 5%
IT - Hardware 4 7% 4% 4% 5%
IT - Services 4 7% 4% 4% 5%
IT - Software 4 5% 4% 4% 5%
Manufacturing 4 5% 4% 4% 5%
Mining & Primary Industries 1 4% 1% 1% 2%
Pharmaceuticals 1 4% 3% 1% 2%
Real Estate / Property / Construction 4 6% 4% 4% 5%
Retalil 5 8% 6% 6% 8%
Telecommunications 2 4% 3% 2% 3%
Tourism & Hospitality 3 5% 3% 3% 1%
Transportation / Aviation / Aerospace 4 5% 4% 4% 5%
Utilities 2 4% 2% 2% 3%

An overall look at the infection rates of companies in the
Bashe scenario finds the highest rates of infection at the
ends of the spectrum in premier companies with 2000+
employees and small companies with less than 20
employees as these two company sizes have opposing
attributes on two of the key components for determining
infection rates: Company Size, and IT contributions.

As stated, one of the key components for the infection
rate is the size of the company by the number of
employees, as those companies with more employees
have more access points into their company networks
from external sources. The infection rate for premier
companies is thus higher compared with medium and
large companies as the attack surface for threat actors to
exploit is significantly greater in terms of the number of
internal employees, and those connected by third party
vendors in a supply chain. Although Premier companies
are more likely to have dedicated IT personnel and
training, insider threat continues to be responsible for the
greatest number of incidents within a company.?*

The lack of significant budgets or contributions of the IT
personnel and training counteract the reduced points of
entry in small company networks.

24 Schick 2017
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On average, small companies, when adjusted for size,
have lower IT spend, and training with less resources

dedicated to IT security increasing their infection rates
comparably to that of premier companies.

To increase the severity of each scenario variant, the
worm infects more companies worldwide with each
iteration. For the S2 variant, the ransomware can attack
roughly twice as many machines in S1; Operating
System A and Operating System B are now both
susceptible to the attack. As such, the infection rate also
roughly doubles, with some deviation due to SVS. For the
X1 variant the infection rate increases by an additional
35% from the infection rate of S2, with slight deviations
by sector due to SVS.?> The driver of this increase is that
the threat actors adapted their phishing delivery
mechanism which increases the volume of malicious
emails sent across sectors but does not overload Border
Gateway Protocols or Internet Service Providers. The
higher volume of emails sent increases the likelihood of
infection. An additional behavioural assumption is made
in the X1 scenario that employees in companies are on
average more susceptible to phishing emails. This results
in an increase in the number of successful infections.

% please see the ‘Guide to Portfolio Loss Estimation’ (Appendix) for
details on S2 and X1 infection rates.
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Replication rate

The replication rate is defined as the number of devices
within a company that are infected. The more devices
affected within a company, the greater the disruption to
the company’s continuity. Each sector in the Bashe
scenario is assigned a distribution of internal replication
ranging from 0%-40%-+26 based on the Sectoral
Vulnerability Score (SVS).

Those sectors with a higher SVS have more companies
that suffer greater internal replication of the malware and
thus more disruption. Internal replication rates increase
with increasing vulnerability scores. For example, 35% of
sectors with a vulnerability score of 1 are subjected to a
replication rate between 0 and 10%. The distribution of
replication rates was derived from the CCRS malware
taxonomy and remains constant across the scenario
variants. It is important to note, however, the absolute
number of computers infected varies across the variants
as the spread of the ransomware internally is conditional
on the infection rate.

Table 4: Distribution of replication rates by vulnerability

SVS 0-10% 10-20%  20-30%  30-40%  40%+
1 35% 45% 10% 7% 3%
2 30% 42% 10% 12% 6%
3 25% 39% 10% 17% 9%
4 20% 36% 10% 22% 12%
5 15% 33% 10% 27%  15%

Table 5: Payload potential disruption?’

Payload

The malware payload indicates the effect on the system
that is infected.

In this scenario, the payload of the infection influences
the degree of damage done within a company and the
lines of insurance that will be triggered. For S1 and S2,
the modelling reflects a ransomware payload. In the
extreme X1 scenario, the payload of the malware is a
ransomware and back-up wiper, which also deletes
backup files on the infected network.

Computers infected with ransomware (S1 and S2) have
their files on the ransomed device, and all other files on
the connected network, encrypted. Once the computer
has been forensically cleaned, the device is usable again
as the backups for the device are not affected. If a
decryption key is found, or the ransom is paid, the data
on the device can be fully recovered. The increased
losses from S1 to S2 are due to increased infection rates
globally and increased attack surface.

Computers infected with a ransomware and back-up
wiper (X1) have the files on the network encrypted and
backups for the devices deleted permanently. While the
devices themselves can be reused once they are
reconfigured, infected companies incur permanent
damage from the wiped data.

Payload Type Definition

Severity

DDoS

Malicious attempt to disrupt normal traffic, server, or network by overwhelming
infrastructure with a flood of internet traffic

Credential Stealer

Steals private and personal information from infected systems

Bot & Botnet o
a criminal can remotely manage

Take control of computers and organise infected machines into networks of bots that

Ransomware

Blocks/encrypts access to data unless a ransom is paid

Wiper

Wipes and overwrites the hard drive or permanently randomises data

26 CCRS completed extensive research on worm propagation and
found that worms have an upper limit of propagation within internal
networks. After consulting with subject matter experts, the most
accurate upper bound for infection was decided to be 40%+ to remain
technically feasible.

Bashe attack — Global infection by contagious malware

27 CCRS developed a methodology to assign a severity score to broad
categories of payloads. We define payload severity as: the cost to the
user of an individual device due to the execution of a given payload.
The attributes of the payload used to determine the potential severity
include: objective of payload, detectability time of the payload in a given
system, and the duration of removal time from that system.
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4. Direct impacts on the economy

In S1 over 250,000 companies worldwide are impacted
by the Bashe Ransomware. In this section, the effects of
the encryption are illustrated at a primary sectoral and
primary aggregate level to demonstrate the depth of
impact. The secondary effects follow on from the
aggregate primary effects with lasting long-term effects
changing the cyber security landscape of the future.

Primary sectoral effects

Finance

Some commercial banks, credit unions, and insurance
companies are hard hit in Financial Services, incurring
large financial losses from service disruption. Several
banking services are disrupted, and some computer
systems are shut down, causing widespread
infrastructure damage and, in more extreme cases,
global chaos in financial markets. Digital banking portals
are affected for several days as customers are unable to
make payments or perform simple activities such as
checking their balances, and the risk of fraud increases.
Because of this banks then waive overdraft fees and
increase interest rates to avoid losing customers unable
to access accounts. A broker-dealer subsidiary of a
systemically important banking organisation is unable to
enter buy or sell orders in trading which renders them
unable to pay checks or debits, honour their derivative
transactions, respond to margin calls, or transmit or
receive cash to pay principal. If an organisation has
insufficient emergency response plans and is unable to
recover in a period of a few weeks it may become unable
to perform its legal obligations as it becomes
overwhelmed due to requests from customers and
counterparties, subsequently falling into default and
triggering an orderly liquidation to bolster tumbling public
confidence. Directors and officers (D&O) liability
insurance lawsuits may begin for listed companies with
poor response and disaster recovery plans.

28 Glassman and Miller 2016
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The various regulatory requirements and organisational
complexities of the Finance sector lead to a range of
results, many of which will be unanticipated.28

Healthcare

The ransomware enters healthcare networks via email,
extending to the software programs customised for
specialised use by the medical industry. The infected
medical practice management and clinic management
software no longer allows practitioners (administrative
staff, nurses, doctors, emergency response units) to view
and share patients’ medical histories, make notes about
their current conditions, and issue prescriptions. The
ransomware attack disrupts these critical activities,
encrypting this private and crucial data and making the
treatment of many patients impossible. In some cases,
data is lost entirely.?®

. Blackpool Hospitals L
@BlackpoolHosp
We apologise but we are having issues with our computer
systems. Please don't attend A&E unless it's an emergency.
Thanks for your patience
3:06 PM - May 12, 2017

) 78 ) 184 people are talking about this
Clipped tweet from the Blackpool Hospital Twitter page on 12 May 2017

The malware spreads into networked devices that may
be reliant on Operating System A, such as diagnostic
imaging devices, image archiving, and data capturing
systems. Patients are diverted to other practices,
overwhelming their response teams. The relocating of
emergency cases incurs heavy costs as road and air
ambulance services are deployed. Appointments are
cancelled, leading to medical liability claims from patients
who feel unfairly treated.

2 Kearney 2018
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For some General Practitioner (GP) practices time-
tracking and payroll systems within healthcare are
impacted, shutting down operations at even the most
basic levels. Uninfected GP practices are impacted by
taking their systems offline to avoid infection and by the
increase in patient referrals from affected practices,
causing business workflow disruptions in hospitals.

In the most extreme cases, some patients may die from
not being able to receive emergency or adequate
treatment or having their treatment delayed as they are
transferred to an unaffected facility.30

Box 4: WannacCry hits the NHS3C

On 12 May 2017, the National Health System
of England alerted the Department of Health
and Social Care that 16 trusts had suffered
ransomware attacks, declaring a major incident
and initiating its emergency response plans.

The attack lasted one week. Five acute trusts
providing hospital services had to divert
operations as they experienced issues with
diagnostic services including MRI and CT
scanning technologies. Elective procedures
were cancelled. Services that were not infected
were also impacted as they took email offline to
reduce the infection risk. 8% of all GP surgeries
were impacted and one third of hospital trusts
in England were disrupted. 139 appointments
were re-arranged for patients with potential
cancer, representing 0.4% of urgent cancer
referrals.

595 infected practices required their machines
to be rebuilt before they could be patched, each
involving an in-person visit from a technician.
The total loss to the NHS is estimated at £92
million.

Transportation

The internal computer systems for public transportation
services are affected, disrupting ticketing systems and
forcing public transport networks like bus and rail
services to offer free services to customers. Kiosks used
by customers go offline, resulting in travellers seeking out
other modes of transport, causing traffic jams on arterial
routes as the number of commuters in cars and on the
streets spikes. Replacement bus services are offered,
contributing to the congestion and lost cost. Airports
experience minor disruption to their business operations
as ticketing systems are temporarily disrupted.

30 Smart 2018; Field 2018
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In more extreme cases, some flights may be cancelled
regardless of infection as fear of widespread system
compromise mounts. Administrative systems are
impacted, and applications are taken offline as a
precautionary measure to protect more critical systems.
For airports where flights are not cancelled, operators
revert to manual processes such as whiteboards to keep
passengers informed of flight times.3!

Retail and Hospitality

Several e-commerce sites experience site delays and
service interruptions as their service providers are
affected by the ransomware, shutting down some
components of their websites. Online consumers visiting
the impacted sites are faced with an increase in error
messages and difficulties, causing an increase in
shopping cart abandonment rates and a subsequent drop
in conversion rates. Some potential consumers are
locked out of their private machines, making them unable
to browse e-commerce sites or complete purchases.
Others reduce their computer usage and internet
browsing behaviour for hours to days out of fear of
infection, many at the request of their employers. A
failure in some electronic means of payment affects
point-of-sale purchases at brick-and-mortar stores.
Restaurants and bars are especially affected, leading to
long queues at cash machines as consumers hurry to
draw cash to pay for services already rendered.

Information Technology

Information Technology plays a role in all sectors to
varying degrees and is itself a highly diverse sector.
When the cyber-attack first comes to light, technology
suppliers for sectors like Finance and Healthcare are
inundated with calls to find a patch for their networked
devices and rebuild critical machines. Computer services
struggle with the influx of requests from panicked
consumers while simultaneously working on combatting
the ransomware. Information services across sectors are
shut down by IT teams to stop the ransomware from
spreading. The combination of sectors shut down, and IT
support sectors being overwhelmed with requests, leads
to labour shortages in other areas, exacerbating the
crisis.

31 “Cyber Attack Led to Bristol Airport Blank Screens” 2018
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Manufacturing

Manufacturers of electronic products and automotive
manufacturers®? who gather component parts from a
range of third-party suppliers struggle with different levels
of compromise throughout their global supply chains as
their vendors place pressure on them to secure their
business processes. Mass product recalls are triggered
to avoid liability lawsuits and salvage consumer trusts3
and the cost of materials spike due to shortages and
delays. Uninfected tangential support systems are
temporarily shut down amidst fears of related intellectual
property theft, stalling production.

Box 5: 500,000 Pacemakers recalled3?

The FDA identified critical security holes in six
types of pacemakers made by healthtech firm
Abbott and sold under the St Jude Medical brand.
Half a million patients with these pacemakers
required a firmware update by a medical
professional to patch the security holes.

The vulnerability would have made it possible for a
malicious actor to reprogram the pacemaker and
conduct “inappropriate pacing” or run the battery
flat, activities that would have been fatal for the
patients. Fortunately, no unauthorised access was
reported before the firmware upgrade could be
completed.

Primary aggregate effects

Communication

Information and communication technology (ICT) is a
core reliance in most sectors, especially Finance,
Information Technology, Retail, and Transportation. As
the ransomware proliferates via email, companies that
rely heavily on email suffer high levels of business
interruption. Employees resort to other means of internal
communication, primarily through mobile devices, leading
to an increase in instant messaging through Facebook in
North America; WhatsApp in South America, Africa,
Europe, and South Asia; and WeChat in East Asia. For
companies heavily reliant on email services, all
operations come to a standstill. Subsidiary companies of
large delivery organisations are infected, disrupting
delivery and communications for their principal
organisations.3* Employees create new email accounts
with different providers, creating further confusion
amongst their customers.

32 Dalesio 2017
33 Hern 2017
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Phone systems are disrupted, impacting companies that
rely heavily on telecommunications such as in the Sales
and Shipping sectors. Companies temporarily employ the
use of hand-written letters and post for urgent
correspondence along the supply chain and between
branches. Some employees bring their personal,
uninfected, computers to the office to hasten the return to
business as usual, in some cases worsening the spread
of the ransomware. Response efforts are delayed as
technicians struggle to communicate with the infected
company to assess the cause of the disruption.

Box 6: FedEx hit by NotPetya3*

TNT Express, a subsidiary of FedEx in Europe,
had its delivery and communications disrupted
worldwide by NotPetya mid-2017. The resulting
operational disruption cost FedEx $300 million in
the last quarter of the financial year. Not all
systems were recoverable following the attack.
TNT Express volume, revenue, and profits had
still not returned to normal levels by their year-
end report.

Productivity

As manufacturers struggle with stalls to production and
companies deal with high levels of business interruption,
factories and offices send workers home who are unable
to work and to stop the infection from spreading. Extra
support staff for IT technicians are brought in to work on
the incident, costing companies additional consulting fees
and overtime rates for staff. The attack leads to the
operational failure of organisations’ network systems,
leading to loss of productivity and sales, affecting
retailers particularly as well as business productivity.

Trade

Delivery and maritime shipping operations are
suspended, complicating efforts to load and unload ships.
Delays in operations lead to mounting demurrage fines
as operators struggle to issue movement orders. This
leads to a cascading impact along the supply chain as
perishable goods and critical goods are immovable.
Levels of theft increase amidst the confusion as criminals
take advantage of the chaos to profit from the operational
difficulties faced with moving expensive items and
electronics.

34 palmer 2017
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Smart devices

The ransomware self-propagates through the network to
affect smart devices running the affected software and
devices reliant on computers or servers running the
affected software such as wearables, thermostats,3®
order processing devices for restaurants, public digital
displays, key-card gates, and healthcare devices. Effects
vary but in more extreme cases lead to IT support costs
to decrypt devices, replace the server or upstream
operating machine, lost marketing costs, bad publicity,
and loss of consumer trust in the supplier. Bars and
restaurants with fully integrated order and payment
Internet of Things (1oT) systems experience high levels of
business interruption.

The development of smart cities is significantly hampered
globally until government officials can be assured that all
networks and systems have been analysed and fortified
to ensure the protection of citizens.

Lloyd’s worked with UCL STEaPP and the PETRAS
Research Hub on the Networked World’ report that
identified emerging risks and opportunities arising from
the interconnected and increasingly ubiquitous character
of the IoT.

Consumers / Households

Consumers have the potential to be directly impacted by
the Bashe attack. Although the targets of the attack are
corporates, the victims’ entire address books are
forwarded the malware so there is potential for individual
consumers to have their personal hard drives encrypted,
with some paying the ransom. Encryption of household
devices may contribute to a minimal decline in e-
commerce sales as owners of the infected devices are
unwilling to purchase goods and services online due to a
lack of trust in the security of their devices. Households
will also likely have to bear the costs of replacing or
cleaning the infected devices.

35 Schiffer 2017
% Ralph 2018
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Secondary effects

Affected companies and consumers begin to approach
technology more cautiously for a short while, especially
after the large-scale financial losses suffered by
industries. These dollar values are splashed across news
headlines globally for months following the attack as
financial statements and earnings reports are gradually
released to the public and the costs are tallied. Many
companies begin re-evaluating their suppliers, cautious
of flaws in their reliance on third-party products and
services that could bring down their own operations.
Organisations use additional funds to bring in IT
consultants who spend days upgrading and patching
computers, industrial control systems, and other
connected devices. Depending on the company,
employee labour is redirected for several hours or, in
some cases, days towards mandatory cybercrime-
awareness training and workshops to attempt to
decrease the severity of the next attack. Companies that
had their communications affected, particularly in the
Sales, Delivery, and Shipping sectors, consider
alternative means of communication in the event of an
emergency and make these plans known to partner
businesses.

Long-term effects

The investigation leads security experts to the servers
associated with open-source cryptocurrency payments,
but the physical hardware has since been moved. The
crime organisation is never identified and does not
publicly claim responsibility for the attack. Companies
that were affected by the ransomware go to court to
waive fines from regulators for breach-of-contract cases
from businesses with whom they work. Legal cases,
arising due to halted services, go on for years. Some
companies continue to suffer losses in subsequent years
because of the attack.3® New regulations come into effect
that require information and operational technology
organisations to follow certain rules regarding their
approach to emergency response plans, dealing with
suppliers, employee training, cyber and business
interruption insurance, and software and hardware
maintenance. Data sharing on cyberattacks becomes a
more transparent process in all sectors, with published
reports and databases containing publicly available
critical information. Countries lacking mandatory
reporting and adequate data protection laws3” are put
under increasing pressure to change their policies to
continue participating in international trade and for the
InfoSec community to obtain a more complete view of
cyber activities around the world.

87 “Data Protection around the World” 2018
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5. Global and regional economic losses

The negative economic consequences of the Bashe
scenario are experienced across the globe. Shocks to
productivity, consumption, and subsequent costs related
to clean-up and extortion cause significant impacts on the
revenue of companies directly affected. The interlinkage
of technical and economic networks causes significant
contagion effects across the globe, particularly for
companies exposed through their supply chains.
Economic loss is heterogenous according to company
size, sector, and region - and driven by numerous
economic and technical factors.

To capture the global scope of the scenario, CCRS
developed an industry exposure dataset, which estimates
the population of companies by size and sector in four
regions of the world3e:

- United States (US)

— Europe (including Russia)
- Asia

- Rest of World (RoW)

Using this dataset, the economic and insured loss was
modelled across these regions. The total number of
countries modelled within each region captures 92% of
nominal global gross domestic product (GDP) in 2017.
CCRS aggregated these regional results to calculate
global losses for the scenario.

Categories of economic loss

Direct loss due to productivity shock

The encryption of digital devices disrupts business
operations including logistics and distribution, production
activities, financial transactions, and digital
communications such as email. This disruption causes
business productivity to decline as employees are unable
to perform to an ordinary standard, causing the output of
infected companies to decline. To estimate the direct
revenue loss from the fall in output, the daily impacted
gross revenue was multiplied by the total outage days.
The percentage of revenue loss and duration of outage

38 All companies in this data set have 20 or more employees.
Microcompanies were not included in the loss calculations,
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varies depending on loss drivers such as infection rate,
replication rates, and a sectoral criticality score which
measures the relative dependency of firms on connected
and critical systems.3°

Direct loss due to consumption shock

The impact of the scenario results in a decline in
consumption in the short term. Encryption of e-commerce
platforms and electronic payment systems disrupts the
purchasing of goods and services. The impact on
consumption is likely to be mitigated due to the
abundance of alternative payment methods and
consumers may substitute online for traditional high-
street shopping.

In this scenario, it is likely that some households will
inadvertently fall victim to the ransomware attack. This
may result in some customers being unable to purchase
goods and services due to the encryption of their
devices. The impact of this on overall economic loss is
likely to be minimal due to low penetration of infection in
households relative to the commercial sector.

Consumption will likely return to pre-shock levels as
digital service companies overcome the outage caused
by the malware. However, e-commerce retail companies
may suffer a more sustained shock to revenue due to the
negative impact on their brand resulting from the
infection.

Indirect loss through contagion effect

The scenario also causes a negative contagion effect
that impacts the economic loss of global businesses.
Companies are indirectly impacted through a negative
shock on their supply chains caused by the encryption of
digital devices.

International trade is likely to be negatively impacted due
to transport disruption, which causes indirect loss to all
sectors in the global economy. Maritime port operations
are likely to be suspended due to an outage in their IT
and inventory management systems.

39 Each sector in the model has a decay function of internal infection
that determines the duration and severity of the business interruption
across time, which has an upper bound of 30 days.
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Ports will be forced to suspend cargo loading and
unloading until the machines are operational and the
cargo in ports is relogged. This is likely to be the case for
the transport of cargo through airports and railways as
well. The supply chain disruption will be compounded by
the fact that companies that produce intermediary goods
for other firms may be directly impacted by the
ransomware. This causes production failure, reducing the
supply of intermediary goods in the global market. The
halt in transportation prompts a stall in production across
the globe and causes a cascading impact along supply
chains.

To capture the indirect impacts of the scenario, a
contagion multiplier was estimated for each sector. The
multiplier calculates the relative indirect revenue loss as
a proportion of a sector’s direct loss. The value of the
multiplier was calculated by employing an input-output
approach to estimate the relative indirect shock in inter-
and intra-sectoral trade globally using the World Input-
Output Table.*0

Cyber extortion and clean-up losses

Other economic losses from the scenario are derived
from clean-up and cyber extortion related costs. For the
former, there is a cost associated with decrypting and
reinstating functionality to computers infected. This
results in increased labour costs as IT departments are
forced to hire external staff or work overtime to remove
the malware from systems. Cyber extortion costs in this
context are the costs of paying the ransom.

Table 6: Global economic loss estimates, $ billion

Global economic loss estimates

CCRS developed three scenario variants in this report
and calculated the corresponding global losses to
illustrate a range of potential losses without setting an
upper limit. The figures presented in this section are
outputs from CCRS modelling. The global economic
costs for each of the scenario variants and regions are
detailed in Table 6. The total economic losses globally
range from $86 billion in S1 to $193 billion in the extreme
X1 scenario variant. Table 6 also outlines the global
economic loss by sub-category.

One of the main drivers of the direct and indirect global
economic losses across scenario variants is the number
of premier companies infected as they have the highest
potential for total revenue loss. With premier companies
modelled as having over 1,500 times the daily revenue of
small companies, their higher relative rates of infection
have a significant contribution to economic losses. This
trend reflects historical precedents of ransomware
attacks where the majority of reported loss has been from
large multinational companies (i.e. NotPetya’s impact on
Maersk).#! In addition to greater interruption and revenue
losses, the increase in the number of infected devices
increases the clean-up and cyber extortion costs across
the scenario variants. As Table 6 shows below the
primary driver of economic loss is business interruption.

S1 S2 X1
Number of infected global companies 250,000 501,000 613,000
Total direct economic loss $59 $110 $133
Productivity and consumption loss $50 $93 $112
Clean-up loss $8 $15 $18
Cyber extortion loss $1 $2 $2
Total indirect economic loss $26 $49 $60
Total global economic loss $85 $159 $193

40 World Input Output Database n.d.
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Global sectoral economic loss
estimates

Results for the direct and indirect shocks facing global
sectors for the S1 scenario variant are presented in
Figure 3 (for scenario variant X1 see Annex C). Results
estimate that Retail suffers the highest total economic
loss globally. The encryption of payment systems in
traditional retail outlets causes a significant decline in
sales revenue for the duration of the outage. This can
happen in two ways: a point of sale or other transaction
system can become unusable or the data it stores can be
encrypted or wiped, which means the vendor does not
have access to the accounting records. Many vendors
would choose to stop using said devices under such
conditions. E-commerce retail revenue is particularly
impacted as websites struggle to process web traffic and
payment systems fail.

The indirect impact of the scenario on supply chain
networks delays the delivery of goods and services,
causing stocks to run low in the Retail industry. This
causes a shortage of products in stock, which reduces
sales and thus revenue. Food Retail suffers large indirect
and direct shocks due to the high penetration of
perishable goods likely to spoil during the outage.
Healthcare is the third most impacted sector due to the
penetration of legacy systems on old healthcare
equipment that are difficult to clean up and patch,

causing significant delays in the recovery process and
increasing revenue loss. Replacing these systems also
comes at a high cost. The Healthcare sector has been
historically vulnerable to high levels of malware infection
and replication due to a relative high penetration of
vulnerable systems and low IT expenditure. Beazley
reported in 2017 that there was a 133% increase in
Healthcare ransomware demands.*?

The Manufacturing sector suffers significant revenue loss
due to the encryption of manufacturing equipment halting
production. The encryption of inventory management
systems further disrupts the production process. The
indirect impact on international trade causes delays in the
transportation of final goods that these companies
produce and the intermediary goods required for
production, further increasing disruption and decreasing
revenue.

Financial services such as banking and investment
management suffer significant revenue loss. The
contagion effects of the scenario cause chaos in the
financial markets, impacting financial institutions’
investment portfolios through devaluations of financial
instruments such as equities, bonds, and currency.
Intersectoral contagion impact in the financial sector is
likely to cause some limited liquidity issues as banks may
become wary of the IT security systems of other banks,
which slows down trading between banks, particularly in
the interbank market.

Figure 3: S1 Total direct and indirect economic losses from business interruption by sector, $ billion

Mining & Primary Industries
Pharmaceuticals
Telecommunications

Utilities

Defense / Military Contractor

IT - Services

Energy

IT - Hardware

IT - Software

Food & Agriculture

Entertainment & Media

Finance - Investment management
Finance - Insurance

Education

Real Estate / Property / Construction
Finance - Banking

Tourism & Hospitality
Transportation / Aviation / Aerospace
Business & Professional Services
Manufacturing

Healthcare

Retail

©
LG4
N
i
X

Economic Loss, $ billion

m Direct Economic Loss

42 Beazley 2018

Bashe attack — Global infection by contagious malware

&%
o
i d
0
&
=
o

$12 $14 $16 $18

Indirect Economic Loss



5. Global and regional economic losses

31

Regional economic loss estimates

CCRS also estimated the total economic loss per region. Results are detailed in Table 7 below. The region with the
highest total economic loss is the US, followed by Europe, Asia, and the Rest of the World.

Table 7: Total economic loss by region, $ billion

S1 S2 X1
Total economic loss global $85 $159 $193
us $46 $77 $89
Europe $30 $60 $76
Asia $6 $14 $19
Rest of World $3 $7 $9

Regional disparities in the economic loss estimates are
caused by several economic and technical drivers. A key
driver of this difference is the heterogeneity of business
activity across regions. The sectoral breakdown of
economic activity per region significantly influences the
disparity of economic loss. As discussed in Section 3,
some sectors of the economy are more vulnerable to
both external and internal infection than others. This is
reflected in each sector’s vulnerability score. Research
into the resilience of companies to ransomware attacks
found that companies in the service sectors such as
Retail, Tourism and Hospitality, and Finance tend to be
more vulnerable than the industrial sector (Manufacturing
being the exception). This may be due to their reliance on
e-commerce as a significant revenue stream. These
findings were incorporated into the model, thus regional
economies that are more service dominated, such as the
US and Europe, suffer greater relative infection and thus
direct losses.

The penetration of connected systems per sector also
affects the regional impact of the cyber-attack. Sectors
that have more connected systems, particularly those
that are critical to the continuation of business, are more
likely to suffer severe and longer shocks to revenue. This
particularly impacts regions where the output of the
economy is dependent on Manufacturing, Healthcare,
Mining, and other primary industries.

The distribution of size of companies across regional
economies also influences the severity of loss. Premier
sized companies contribute significantly to economic
losses for the scenario. Therefore, regions with a higher
relative penetration of premier sized companies are likely
to experience more severe losses.

Other technical drivers for differences in regional
economic loss include: commercial device and internet

penetration per region, share of global Internet of Things
(loT) devices, and penetration of third-party providers of

43 World Shipping Council n.d.
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IT services and products. These drivers influence the
attack surface available for threat actors to exploit, which
influences the contagiousness of the ransomware.
Below is a description of the losses suffered per region.

us

In this scenario, the United States of America suffers the
highest economic loss. This economic loss is primarily
driven by infection of premier companies, particularly
within the service sectors such as Finance, Healthcare,
and Retail. High infection rates in sectors such as
Finance cause a significant contagion impact to the US
financial markets. Banks in the US suffer liquidity
constraints in the short term as these companies attempt
to re-establish their IT security after infection. The impact
on banks’ liquidity trickles down to all sectors of the
economy as access to accounts and loans are restricted.

A further significant contagion impact is the disruption to
international trade. The US is the second highest
exporter of containerised shipping in the world.*® Ports
impacted by the ransomware cause a halt in the
transportation of intermediary goods. As many
companies in the US have a higher reliance on marine
transport for trade in intermediary goods relative to most
other countries in the world, the indirect impact to sectors
such as Manufacturing is particularly high.

Europe

Europe has the highest number of infected companies
across the scenario variant. However, the economic loss
is 36% less than that of the US. One reason for this result
is that the EU has a much higher penetration of small and
medium sized enterprises (SMEs) and a lower
penetration of premier sized companies compared with
the US. This penetration of SMEs in Europe and the
relative high infection rate of small companies (due to
poor relative cyber defences - see Section 3) drives the
number of businesses infected.
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Due to the low potential revenue loss per day for small
companies, the economic loss is constrained.

Europe is still severely impacted by the Bashe scenario.
Retail, Business and Professional Services, and
Manufacturing are the hardest hit sectors in Europe and
drive much of the economic loss. The continent also
suffers significant indirect economic loss due to the
contagion impact of the scenario on international trade.
With 50% of goods traded in the EU transported by sea,
the impact of the scenario on marine ports and shipping
causes a significant indirect shock across all sectors.

Asia

Asia is the third most impacted region in the scenario.
The region is less impacted by the scenario due to the
lower penetration of sectors with high vulnerability scores
and thus less likely to be infected. The Healthcare,
Manufacturing and Transportation/Aviation/Aerospace
sectors are the most severely impacted sectors in the
region. The disruption to production lines halts or impairs
production in manufacturing companies across Asia.
Countries such as China, which has the second largest
share of total intermediary goods exported in the world,
are particularly impacted by the scenario.*

The disruption to transportation links compounds the
economic loss experienced in the Manufacturing sector
as stocks of final and intermediary goods already
produced remain in storage.

Rest of world

The Rest of World is the least impacted region. This is
partially due to the lower relative penetration of premier
and large sized companies. One of the main mitigating
factors to the spread of ransomware is the lower
penetration of digital and connected systems in
commercial companies.*® The lower penetration of digital
devices limits the spread of the malware, which abates
revenue loss in the rest of the world. The sectors that
contribute the most to economic loss are Retail,
Manufacturing, and Real Estate.

Figure 4 shows the comparative overview of the direct
economic losses from productivity and consumption loss
in S1 by top 5 sectors and regions, accounting for
approximately 85% of total direct economic losses. An
overview of losses for each scenario variant is shown in
Table 6.

Figure 4: Distribution of direct economic loss (productivity and consumption loss only) in S1 by sectors and regions
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Comparing loss results to historical precedent

In a matter of days, the Bashe scenario causes significant direct and indirect economic loss at a sectoral, regional, and
global scale.

Table 8 compares the economic losses of the Bashe scenario to the historical precedent of the NotPetya ransomware
attack across the scenario variants. The ratio of the Bashe scenario economic losses to the NotPetya attack is between
8.6 and 19.31 for the scenario variants. As mentioned in the scenario narrative, the threat actors remedied many of the
pitfalls that limited the NotPetya infections and thus the economic loss.

Table 8: Comparison of Bashe scenario losses to estimated NotPetya precedent

Scenario Total economic loss estimates, Estimated NotPetya economic Ratio of economic loss to
variants $bn loss, $bn NotPetya
S1 $85 8
S2 $159 $10.4 16
X1 $193 19
“ pCS 2018
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6. The growing cyber insurance market

The first insurance products for cyber loss appeared in
the 1980s and became a niche area of specialised
insurance for liability from IT errors and omissions
throughout the 1990s, boosted towards the end of the
decade by fears of Y2K computer failures: the suspicion
that date counters in computer software systems would
not be able to cope with the date change from 1999 to
2000.

The 2000s saw the launch of innovative cyber insurance
products to cover the third-party liabilities from data
breaches, but initially these did not offer coverage for
first-party losses and excluded anything resulting from
rogue employees, and costs for fines, penalties, or
regulatory actions. In the middle of the 2000s, coverage
was added for first-party losses, for cyber business
interruption, network asset damage, and cyber extortion.
The US Health Insurance Portability and Accountability
Act set new security standards for the protection of health
information about individuals, together with regulatory
penalties and reporting requirements for any data that
was leaked. This spurred healthcare companies to take
out cyber insurance and insurers to introduce special
sub-limits for this coverage.

The growth of the cyber insurance
market

In 2003 California became the first US state to pass a law
requiring companies to notify state residents and
regulators if personal information they held about them
was accessed by an unauthorised person. The other US
states have followed suit over subsequent years, each
passing their own individual versions of similar laws, with
additional Federal laws creating a patchwork regulatory
framework for data protection. This wave of regulation
sparked the formalisation of data protection management
in US companies and drove the growth of demand for
insurance to cover data-related liabilities.

4T Wells 2018
48 Coburn, Leverett, and Woo 2019
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The initial market for cyber insurance was predominantly
in the US.#7

In the 2010s, due to both the increase of data exfiltration
cyber-attacks and of regulations requiring them to be
reported publicly, the number of data breaches hitting the
headlines increased significantly. Publicly reported data
breach events increased from just over 1,800 in 2009 to
6,700 in 2013.48 Demand for cyber data breach insurance
followed, with total premiums growing to over a billion
dollars by 2015. The traditional cyber insurers were the
main beneficiaries of this, but it also generated
experimentation by specialist carriers offering insurance
products for cyber property damage to energy
companies, for example.

Premiums from affirmative cyber insurance products
continued to grow rapidly to over $4 billion by 2017,4°
contrasting with nearly static premium growth from other
lines of insurance during a ‘soft market’ for insurance
products in general. As the cyber market expanded, it
attracted other mainstream insurers to add cyber
products to their lines of business. In 2015, fewer than 50
insurance companies were offering cyber insurance
globally but, by 2018, more than 150 companies had
affirmative cyber products available.

The market for cyber insurance has rapidly become
international, driven by the geographical spread of cyber-
attacks and business losses suffered by organisations in
many countries, together with the accompanying
proliferation of privacy protection regulation in many
nations of the world. Data protection laws have been
passed in 35 countries since 2010. The implementation
of the General Data Protection Regulation (GDPR)
across Europe in 2018 is credited with a resultant growth
in demand for cyber insurance in many European
countries.5% Monitors of cyber insurance regulation
identify over 70 countries that have passed data
protection laws.

4 “Estimated Value of Cyber Insurance Premiums Written Worldwide
from 2014 to 2020 (in Billion U.S. Dollars)” 2018
%0 Cohn 2018



6. The growing cyber insurance market

36

Nearly all the major advanced economies are now under
‘heavy’ or ‘robust’ regulatory regimes for cyber loss, and
emerging markets are increasingly regulated.! Although
the majority of affirmative cyber insurance premium still
comes from the US, there are now significant premiums
being generated in another 30 countries, and the market
is expected to be truly global in a few years.

Types of cyber insurance

Policies offered within the insurance industry can either
be affirmative, meaning they explicitly cover cyber risk, or
non-affirmative, meaning they are not explicit in their
coverage. The following definitions are used when
discussing these two types of policies.

- Affirmative standalone cyber cover — Specific
standalone policies for data breach, liabilities,
property damage, and other losses resulting from
information technology failures, either accidental
or malicious.

- Affirmative cyber endorsements — Cyber
endorsements that extend the coverage of a
traditional insurance product, such as
commercial general liability.

- Non-affirmative cyber exposure: gaps in explicit
cyber exclusions — There is a range of traditional
policies, such as commercial property insurance,
that have exclusion clauses for malicious cyber-
attacks caused by nominated perils such as: Fire;
Lightning; Explosion, and Aircraft Impact
(FLEXA).

- Non-affirmative cyber exposure: policies without
cyber exclusions — Many insurance lines of
business incorporate ‘All Risks’ policies without
explicit exclusions or endorsements for losses
that might occur via cyber-attacks.

Data capture of a primary insurer’s exposure to non-
affirmative versus affirmative exposure still varies greatly.
This creates a further challenge for reinsurers in
accessing their exposure to non-affirmative cyber risks.

Characteristics of cyber risk

Corporate cyber insurance

Cyber insurance provides compensation for different
elements of losses that companies could suffer. A CCRS
study of coverage provided by affirmative cyber
insurance products on the market identified 20 main
types of cover, but with wide variation in products across
the market.52 These coverages can be triggered by a
number of different cyber loss processes that can arise
from malicious cyber-attacks and accidental malfunction
of the information technology systems used by
companies. Cyber losses can be broken down into

51 “DLA Piper Global Data Protection Laws of the World - World Map”
n.d.
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several key processes or principal causes of how those
losses arise. For example:

- Data exfiltration — the loss of confidential data from
companies to unauthorised people that breach the
privacy of their customers, employees, clients, or
counterparties.

- Contagious malware attacks — malware that can
spread and replicate through networks of
communication and cause harm to the computer
systems that it infects.

- Denial of service attacks — disruption to servers and
website business activity by bombarding them with
spurious traffic.

- Financial transaction theft — unauthorised transfer of
funds through trusted transaction networks to syphon
money away and not be recoverable.

— Failures of counterparties or suppliers — failures of
third-party systems that companies rely on for their
information technology services, such as software
product providers, online service providers, cloud
service providers, and others.

Although this is not an exhaustive list, these key loss
processes are estimated to account for around 90% of
the economic losses that business suffer as a result of
cyber-attacks and technology failures.53 Each of them is
a distinctively different loss process with its own
implications for cyber risk management and mitigation.
To date, the greatest losses have arisen from data
exfiltration, which is estimated to comprise around half of
the losses suffered from cyber. This report provides a
scenario for exploring in more detail the loss potential
from contagious malware attacks.

Currently, most losses have been relatively routine or
‘attritional’. The cyber insurance industry has not
experienced a major systemic ‘catastrophic’ event that
has triggered major claims from large numbers of policy
holders from the same cyber-attack. In the period 2013 to
2018, the affirmative cyber insurance direct loss ratio
across the industry has averaged around 50% — i.e. half
of the premium was spent out in paying claims. This is a
much higher margin and more profitable business than
many other lines of insurance. Cyber insurance has
attracted many new entrants as a result.

Many other longer-established classes of insurance
business are characterised by multiple years of
profitability, followed by a large event that triggers a very
large loss for the whole industry resulting from large
numbers of high cost claims, which wipes out many years
of surplus.

52 Cambridge Centre for Risk Studies 2016
%3 A. W. Coburn et al. 2018
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These catastrophe events form the tail risk for insurance
lines, and many experienced insurance professions are
concerned that the true catastrophe potential of cyber
risk has not yet become apparent. Some commentators
have suggested that this hidden potential for large future
losses may make cyber uninsurable.>* Others have
warned of the dangers of writing cyber insurance without
fully understanding the tail risk.5®

Insurance companies have tended to be cautious when
entering the cyber insurance market by offering low
policy limits or writing endorsements on existing policies.
These approaches have allowed insurers to build up
multiple years’ worth of claims experience and
underwriting practice, thus improving their expertise in
cyber as a risk. Some insurers, however, approach the
market by offering large limits from the very start.

Insurers use hypothetical Probable Maximum Loss (PML)
assessments of what extreme loss could be expected in
the future. One of the greatest difficulties is assessing the
annual probability (return periods) of large systemic
losses that have never occurred in historical claims
experience. Studies and scenarios like this one that
explore the potential for future large scale systemic cyber
loss catastrophes help the insurance industry improve
their awareness of catastrophe risk and assist insurance
companies in setting PML levels, assigning risk capital,
and adding some level of catastrophe loading into the
pricing of the insurance product to prepare for future
shocks of large claim demands.

Counterfactual risk analysis, as explored in Lloyd’s report
‘Reimagining history’, would also provide insurers with
the ability to search for and analyse data that may not be
collected by historical real-world event research, and
therefore could assist with the identification of unlikely
but possible events.

Personal cyber insurance

The personal cyber insurance market has been growing
over the years with the market getting more
sophisticated. A Norton study found that 978 million
adults in 20 countries have experienced a cyber-attack in
2017, costing an estimated $172 billion and taking 3 full
business days to sort out.>® Personal cybercrime is out
pacing the more traditional crimes of burglary, robbery
and car theft.5”

54 “ls Cyber Risk Uninsurable? Its 50/50 Says PwC” 2016

55 Kim 2018 reports Warren Buffett's warning that ‘Cybersecurity risk is
uncharted territory’

56 Norton by Symantec 2018

5 Delta Insurance 2018
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Although, current products are targeted towards high net-
worth individuals, there is a movement towards policies
for all incomes. The following covers are now on offer for
individuals:58

- ldentity theft expenses — similar to data breach
coverage for corporates, this coverage would
compensate individuals when a data breach occurs.
Further some insurers are offering risk mitigation
support to help prevent such losses.

— Online fraud — this provides coverage for
unauthorised online transactions

— Extortion payments — individuals are increasingly
become targets of ransomware and thus need risk
transfer solutions

- Data restoration/recovery — coverage for the recovery
of data encrypt during a ransomware event

— Social engineering — this provides coverage for
losses due to social media impersonations resulting
in the transfer of money from relatives to the
attackers

—  Cyber bullying — this coverage provides support for
assistance in responding to harmful statements or
messages and even the undesirable spread of
images®®

- Reputational harm — individuals can suffer
reputational damage especially in the case of social
engineering and media related attacks

— 3rd Party Liability — individuals may be held liable for
events that impact others particularly when it comes
to social engineering and media related liabilities

Experts believe that there will be a trend of offering cyber
coverages as a part of property insurance in the next 10
years given the transition to smart homes and the
integration of 10T devices. % It is estimated that an
average household has 20 connected devices.®® A study
of US consumers found that 10% had suffered a cyber-
attack on an loT device in their home.51

Challenges for the development of
the cyber insurance market

The 2019 global market of affirmative cyber insurance is
estimated at $6.4 billion in premium, which is a sizeable
industry but is a relatively minor line of insurance
business. The total premium for the whole of the Property
and Casualty insurance industry (non-life) is over $2
trillion. Projections for future growth of the cyber

%8 OECD 2017
%9 Claire 2016

0 Ralph 2017b
51 OECD 2017
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insurance market range from the aggressive to the
stratospheric. Some commentators see cyber insurance
moving from a niche specialised line of insurance to
being a standard peril covered in all lines of insurance, as
commercial purchasers of insurance need to protect their
digital assets in the same way that they once needed to
protect their physical assets of production.

The reality, however, is that commercial companies need
to obtain significant protection from purchasing cyber
insurance far beyond what the market is currently making
available. Insurers are understandably being cautious by
offering low limits to protect their own loss potential, but
this strategy may fail to meet commercial needs for
protection and may make insurance a less attractive
option for cyber risk management. An estimated half of
all global cyber insurance policies sold are for limits of
less than $1 million. Limits of over $10 million are
becoming more common (although currently estimated
as less than 10% of policies written globally) and for a
company to obtain cyber insurance coverage of $100 to
$500 million requires the construction of complex towers
of coverage involving many different insurance
companies each taking small slices. Limits are increasing
over time as insurers gain confidence, but these might
still lower than the amount of cyber insurance cover that
is being requested by the market. Companies face cyber
losses that could potentially amount to many hundreds of
millions of dollars. It is estimated that the insurers bear
less than 10% of the cyber losses that occur each year.5?

Companies in total are spending around $6 billion a year
in buying cyber insurance®3, which contrasts with
expenditure of over $120 billion annually on cyber
security.54 It is logical that spending on loss prevention
(security) would be higher priority than buying loss
compensation (insurance), but in other areas of corporate
risk, such as fire protection in factories, the two areas of
expenditure (loss control through fire prevention
engineering and fire insurance purchasing) are more
evenly balanced.

Analysts suggest that, over time, insurance should grow
to become a larger share of the amount that
organisations spend on cyber risk management.
However, if companies cannot protect against more than
10% of their potential future losses, because they can
only obtain policies with small limits, then insurance will
stay as a limited component of their risk management
strategy. For cyber insurance to become a significant
sized market, companies need to be offered limits that
are meaningful against the losses that they face. For
insurance companies to offer larger limits, they must
increase the capacity that they make available to cyber.

62 A. Coburn, Leverett, and Woo 2019
63 pwC 2018
64 Morgan 2017
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Capacity allocation depends on insurance companies
feeling confident that they have adequately assessed,
and priced in, the risk of cyber catastrophe.

Studies like this one are intended to help insurers assess
cyber tail risk more realistically and to allocate capacity to
offering their policy-holders realistic premiums for the
coverage and capacity that will give them the protection
they need.

Enabling a strong growth market for
cyber insurance in Asia

Asia is one of the fastest-growing markets for cyber
insurance with established cyber insurers now offering
products in across the area. Market analysts saw an
overall 87% increase in cyber insurance take-up rates in
Asia in 2017 with the current premiums estimated to be
$50 million.®® It is estimated that 1 to 20% of companies
in Asia are insured against data breaches, with premiums
expected to increase to $500 million to $1 billion by
2025.56 Further, it is estimated that only 8% of Asian
companies are insured against contagious malware
events. Given the increase in cyber-attacks in 2017 in the
Asian market, companies are now more likely to have
standalone cyber insurance with business interruption
cover.

The Asia-Pacific Economic Cooperation (APEC)
developed a Privacy Framework along with a Cross-
Border Privacy Rules scheme (APEC CBPRs) that has
been adopted by several countries in the alliance. Some
countries have gone above and beyond this initial
framework to create bespoke data privacy regulation and
several established regulations seem to be under
constant revisions. This creates a complex regulatory
landscape in Asia.

Further developments include the ASEAN-Singapore
Cyber Center, which will support members states’ cyber
strategy development, legislation, and research
capabilities and provide virtual cyber defence training,
and the CyRiM project, which aims to create an efficient
cyber insurance market.5”

Data privacy regulation is a catalyst for further cyber
insurance uptake. For multi-national corporates based in
Asia with operations in Europe, we are also likely to see
the new GDPR regulation in Europe drive insurance take-
up as well.

8 williams 2016; Weinland 2017; OECD 2017
66 JLT 2018; OECD 2017
57 CNA n.d.; NTU-IRFRC n.d.
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Figure 5: Data protection laws in the Asia-Pacific region®®

Republic of Korea China . . o
Revisions to the Act on Promotion of Information and Communications ~ The Personal Information Security Specification
Network Utilization and Information Protection will come into effect in came into effect in May 2018 and lays the
June 2019 and requires information communication providers to take out groundwork for data protection in China. Still not
insurance or hold significant cash reserves in case of a data breach, clear on who the regulatory authority is for data
also imposing up to $20,000 fines. Korea has an interesting model for ~ protection; there are some sector specific enes.
loss resolution in that consumers fill complaints with the Personal
Information Dispute Mediation Committee, which in turn asks the Japan . .
defendant company to prove the non-existence of negligence or The Act on Pru:techon of P'E_TSU“"' Information (APPI)
infringement. was amended in 2017 and is based on OECD
guidelines and EU directives. It sets a maximum fine
g of ¥300,000. The Personal Information Protection
|"$1la L Commission (PPC) acts as the main regulator with a
India has a patchwork of legislation around few sector specific regulators involved.
data privacy and protection, the latest @
being the Right to Privacy Law 2014. A key J
Supreme Court decision and a draft
Personal Data Protection Bill show the Q
potential for positive steps forward for Hong Kong
consumers. There is currently no central The Personal Data Ordinance was updated
regulator but the draft bill would establish a in 2012 following the Octopus investigation to
Data Protection Authority of India (DPA). @ strengthen the consent process and increase
the maximum fine of $1 million along with
. ‘—Q assigning the Office of the Privacy
Thailand Commissioner for Personal Data as the lead
The Thai cabinet have approved the regulatory body. cre e
Personal Data Protection Bill in May 2018 Q Philippines

that was initially introduced in 2014. The Privacy is explicity protected in

bill is now undergoing review by the the constitution and the Data
Council of State. If enacted, this law Indonesia Privacy Act of 2012. The
features several data protections similar to The Operation of Electronic Systems and Mational Privacy Commission
GDPR. There is no standard regulatory Transactions, 2012 ensures the protection of acisasa regulatory body. The
body, but fines can be imposed by the data personal data and obtaining consent, but Data Privacy Act of 2012 set a
controller. there is no regulatory autharity or fine maximum penalty at 5100,000
Singapore structure in place. but included imprisonment

The Personal Data Protection Act 2012 (PDPA) protects 3tk

consumers persenal data but allows the companies to

determine the level of protection. Amendments to the PDRA Australia
coming into effect in 2019 will limit the collection of National The Privacy Amendment (Notifiable Data

Registration Identity cards. Further, the new Cybersecurity Breaches) Bill 2017 requiring mandatory data
Bill enacted in March 2018 requires critical national breach notification started in February 2018
infrastructure organisations such as energy, telecoms, with strict fines ranging from $360,000 to
utilities, transportation, etc. to report data breaches. These 1.8 million with the Office of the Australian
are drivers that are expected to result in cyber insurance Information Commissioner (QAIC) as the
fake-up rates in Singapore jumping from 10% to 40% by central regulatory body.

2020,

New Zealand @

A new Privacy Bill was proposed in March 2018 to replace the 25-year-old Privacy
Act. Although requiring an update, the Privacy Act of 1993 was advanced for its time,
regulating how companies use, disclose, and retain personal data. The new bill would
require mandatory data breach reporting with fines up to $10,000 and the ability of the
commissioner to issue compliance notices.

%8 Sacks 2018; Balaji n.d.; UNCTAD 2016; Trilegal n.d.; UNCTAD 2016; Boonklomijit et al. 2018; Privacy International n.d.; Huang n.d.; Kwang 2017;
“Reforms to Singapore Personal Data Protection Law in Force from 2019” 2018; Cramer et al. 2018; Williams 2016; Weinland 2017; Wall n.d.; The
Law Reviews 2017; Office of the Australian Information Commissioner (OAIC) n.d.; Marshall 2017; Hedrich, Wong, and Yeo 2017; DLAPiper 2017;
Reidy 2018
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/. Insurance Iindustry loss estimation

The CCRS insurance industry loss estimation for the ‘Bashe attack: Global infection by contagious malware’ scenario
considers cyber exposure from affirmative and non-affirmative cyber cover. The loss estimates derived from this model
reflect the likely pay-outs for the global insurance market in 2019. The 2019 structure is the result of projections from the
2018 insurance penetration and incorporates rates of regional growth in insurance penetration, limit and deductibles
structure, and gross written premiums based on an extensive literature review and analysis of current growth trends in
the cyber insurance market.

In this scenario, attackers are not engaging in terrorism or warfare so the Terrorism Risk Insurance Act (TRIA) in the US
would not be triggered. The totals for insured losses around the globe resulting from the Bashe scenario are shown in
Table 9 below. This table outlines the insured losses by type of claimant, coverage, and the scenario variant. Close
examination of these results indicates that Business Interruption (BI) coverage is the main driver of loss, which
encompasses 71% of total losses for S1 followed by incident response costs, and Liability. Bl in this report applies to
revenue.

Table 9: Estimated global insured industry losses by scenario variant, $ billion°

Claimant type Coverage S1 S2 X1
Business interruption (Affirmative cyber) $4.8 $6.4 $10.7
Business interruption (Non-affirmative cyber) $2.4 $3.2 $5.3
Cyber extortion $0.2 $0.2 $0.4
Companies directly impacted
Incident response costs $1.4 $1.9 $3.1
Liability $0.8 $1.5 $2.5
Data and software loss $- $- $2.5
Contingent business interruption $0.2 $0.2 $0.3
Companies indirectly impacted
Liability $0.3 $0.8 $1.2
Defendant companies Liability (technology errors & omissions) $0.1 $0.3 $1.3
Grand total insurance, $bn $10.2 $14.5 $27.3

% These losses consider insurance penetration, policy limits, and deductibles.
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It is important to note that ‘data and software loss’ is
only present in the X1 scenario due to the change in
payload for the malware. In the narrative for the X1
variant, the payload is a back-up wiper that deletes the
infected network and backup files for companies. This
loss is not present in the narrative of S1 or S2. The
appendix provides a guide on how to calculate the
insured loss for a company-specific portfolio for the
Bashe scenario.

We stress that the assumptions in general and in
particular for Liability are highly speculative. This is only
one possible scenario and the split of losses between
classes or steepness of trend between scenarios could
be higher or lower depending on specifics of any real
event and the decisions of the courts.

General model assumptions

To estimate the total insurance industry losses, CCRS
assumes a policy limit and deductible structure based
on a distribution around average limit values by
company size. Limits are assumed to range from
$500,000 to $200 million and a distribution is applied to
this range based on suggested average limits in the
market.”® For example, it is assumed that 70% of
premier companies have a policy limit equal to or
greater than $100 million while for small companies it is
assumed that 50% have a policy limit equal to or less
than $5 million. Policy deductibles are assumed to be
5% of the limit. Exposures are determined at a
coverage level and summed for comparison to the
policy limit and deductibles.

Reports in 2016 suggested that the US made up 90% of
written premium with Europe at 4% and the rest of the
world at 6%.71 Based on the growth of cyber insurance
uptake in the European and Asian markets, CCRS
assumes the following country-level insurance
distribution shown in Table 10 for 2019. This country-
level distribution is further distributed by company size.
For example, we believe that 28% of large companies in
the US have cyber insurance, this is in line with an
OECD report suggesting 20 to 35%.72

0 Sub-limits are not taken into account in this modelling
"1 Hedrich, Wong, and Yeo 2017
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Table 10: 2019 Regional cyber insurance distribution by
country”3

Regional Cyber Insurance

Region Distribution
United States 70%
Europe 20%
Asia 8%
Rest of World 2%

Using the penetration rates above and taking the
number of infected companies from the economic
modelling, the number of companies that are infected,
have insurance, and notify their insurers of a loss can
be estimated at 9%.

Table 11: Number of companies with cyber insurance
that are infected

S1 S2 X1

Number of infected
companies from 250,000 501,000 613,000
economic modelling

Number of infected
companies that
notify insurers of a 21,000 43,000 53,000
loss and have
insurance

% of infected
companies that
notify insurers of a 9% 9% 9%
loss and have
insurance

2 OECD 2017
3 CCRS assumption
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Claimant types

The loss from this scenario derives from the following
claimant types:

1. Companies directly impacted by the malware
attack. Companies that are infected by the
ransomware see resulting losses due to IT
failure and unavailability of data for the
continuation of business. These companies
suffer significant business interruption due to
the encryption of data used by information
technology (IT), operational technology (OT)
and connected systems, incident response
costs, data and software loss costs in response
to the ransomware incident, and costs
associated with cyber extortion. There may also
likely be claims made against directors and
officers who failed to act in the best interest of
their company resulting in a share price drop
and litigation from shareholders. Litigation costs
and settlements are claimed under the
defendants’ Directors and Officers (D&O)
coverage.

2. Companies indirectly impacted by the malware
attack. A category of companies that are not
infected by the ransomware but are negatively
impacted through third-party IT and vital supply
chain failures. These companies will claim
against the contingent business interruption in
their cyber affirmative insurance. They could
also see some claims against directors and
officers should they suffer a share price drop
due to the contingent business interruption.

3. Defendant Companies. Third-party IT service
companies sued by firms directly and indirectly
impacted by the ransomware. Defendant
companies are likely to be different information
technology firms that failed to provide adequate
technical services including: custom application
developers digital service companies such as
cloud operation e-commerce/financial systems
platform, data hosting, and network content
delivery providers that fail due to the
ransomware, and other firms and service
involved with the vector of introducing malware
into companies. Litigation costs and settlements
are claimed under the defendants’ Technology
Errors and Omissions (TechE&Q) coverage in
their cyber affirmative insurance policies.

74 Chirgwin 2018
> Reinsurance 2018
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Companies directly impacted

Business interruption

Affirmative cyber Bl

The infection of IT, OT, and smart devices prevents
companies from selling goods and services, disrupts
their internal management, limits their ability to make
payments to suppliers, and hampers their
communications. Companies incur significant costs as
productivity, sales, and general business activities are
impacted for the duration that systems remain infected.
The failure of the IT systems and networks triggers
claims under business interruption coverages from
firms’ cyber affirmative policy. The insured loss is
calculated by applying the limits and deductibles
structure as outlined in the ‘General Model
Assumptions’ section to the average direct Bl economic
loss per company for the duration of discontinuation of
business activities. CCRS has assumed a lower bound
of 24 hours and an upper bound of 30 days as the
period of business interruption that costs can be
claimed. This max business interruption period was
derived from studying historical precedents of
ransomware event recovery period. The drivers of loss
result in the variance of direct losses across sector and
size of companies. Companies with a longer business
interruption duration, which results in higher Bl claims,
holding size constant, are within sectors that have a
higher Sector Vulnerability Score and Sector Criticality
Score.

Non-affirmative cyber Bl

There could also be exposure in the traditional property
books under BI. Following the significant business
interruption from the NotPetya cyber-attack, Maersk (a
global shipping company) has reportedly attempted to
claim the BI losses under their traditional property
related Bl policies. Due to the extent of damage to their
IT systems, Maersk had to replace 4,000 servers and
45,000 PCs all while rebuilding 2,500 apps - this was
estimated to cost Maersk up to $300 million. 7 Further,
Merck (a global pharmaceutical company) has one of
the largest reported cyber affirmative claims at $275
million with a potential non-affirmative exposure of $640
million on their traditional property tower, although no
claims have been reported to date.” The NotPetya
attack is estimated to have an economic cost of $10
billion. Surprisingly, $3 billion of this loss was covered
by affirmative cyber coverage and non-affirmative
traditional property coverage.”® CCRS has assumed a
lower bound of 24 hours and an upper bound of 30 days
as the period of business interruption that costs can be
claimed.

76 “PCS: NotPetya Insured Losses Now $3bn+" n.d.
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Box 8: Litigation surrounding damage to IT
assets

Several US lawsuits have debated this topic of
whether damage to IT assets and data constitutes
physical damage and thus coverage under a
traditional property policy. The following list has
been adapted from several sources on notable IT
physical damage litigation: *

- Am. Guarantee v. Ingram, 2000 U.S. Dist.
LEXIS 7299 (D. Ariz. 2000) — found that
physical damage was not limited to destruction
but “lack of access, loss of use, and loss of
functionality”.

Lambrecht v. State Farm Lloyds, 119 S.W.3d
16 (Tex. App. 2003) — found that hard drives
that could no longer store information were
physically damaged. The appellate court
reversed this judgement in favour of the
insurer.

NMS Services, Inc. v. The Hartford, 62 Fed.
Appx. 511 (4th Cir. 2003) — found the insurer
responsible for paying a claim for business
interruption from a traditional property policy
following an attack by a disgruntled employee.

Ward General Insurance Services Inc. v.
Employers Fire Insurance Company, 7
Cal.Rptr. 3d 844 (Cal. Ct. App. 2003) — found
in favour of the insurer, arguing that an
operator mistake causing the crash of a
database was not physical damage

Southeast Mental Health Center Inc. v. Pacific
Ins. Co. Ltd., 439 F. Supp. 2d 831 (W.D. Tenn.
2006) — found that the loss of computer
systems during severe weather was covered
under a traditional BI policy.

7 Clyde&Co 2018; Miller 2018
8 Ghosh 2017
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Box 9: Ambiguity in cyber business
interruption coverage

The WannaCry and NotPetya cyber events in 2017
highlighted the growing need for cyber business
interruption coverage, as large major corporations
like Maersk, FedEx, Deutsche Bahn, and Renault
saw several-day disruptions of critical internal IT
systems.’® Not all cyber BI policies are alike in the
type of events they cover. Some policies cover all
three of the following event triggers while others
cover only one.”

1. Malicious threat actor — business interruption
cover where the threat actor has malicious
motivations, such as the intent to cause harm
or property damage to the target. Malicious
motivations are typically associated with cyber
criminals or nation-state threat actors. For this
Contagious Malware scenario, it is key that
insureds have wording for malicious threat
actors to receive a claim award.

Unplanned system outage due to negligence —
in this case business interruption cover could
result from an accident by an employee that
causes the disruption.

Unplanned IT supply chain disruption —
business interruption cover resulting from an
unplanned event at an external IT service
provider. This Bl coverage potentially overlaps
with CBI coverage. Further, so insurers are
offering the IT service provider failure as
system failure coverage. As not all insurers
have adapted this IT supply chain disruption
into their Bl coverages, we choose to model
this loss separately as CBI.

Further, it is important to review any exclusions on
cyber Bl policies that may limit cover. “Many
insurers have “failure to patch” exclusions, which
exclude any and all coverage for any and all
damages in the event that the vulnerability had
been previously identified and not patched.”®°

7 Buck 2018; JLT 2018a
80 Aon Risk Solutions, n.d.
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Cyber extortion

For each device infected within a company, the
ransomware encrypts all files and demands a ransom to
be paid in cryptocurrency to decrypt the data. The
incident generates cost through the payment of the
ransom, potential expenses charged by professionals to
negotiate with the cyber criminals, and the cost of hiring
outside security experts to prevent future extortion
attempts. Cyber extortion will similarly be claimed under
cyber affirmative policies.

It is important to note that while in this scenario the files
are decrypted when victims pay the ransom, this is not
often the case. Paying a ransom does not reliably result
the decryption of files.8! Companies could also suffer
reputational loss if their ransom payments are disclosed
to the public.

Incident response costs

The incident will generate further costs for companies
directly impacted due to necessity for emergency
response, forensic investigation into the scale and scope
of the infection, the subsequent clean-up of systems,
post-event investigation, and minimisation of post-
incident losses. The technical response will include
patching the vulnerability and investigating the attack
vector used by the threat actors to prevent a
reoccurrence, removing the malware, decrypting infected
systems, and reinstating the data files in S1 and S2 from
the backups. Incident response costs will be claimed
under affirmative cyber policies. The costs of upgrading
compromised systems is often not included in incident
response coverage so cannot be claimed by the victims.
The incident response cost will derive from both internal
staffing costs and external cyber security consultants
hired to work on-site until the company is back online.

This coverage does not include any public relation or
reputational damage costs.

Liability

Lawsuits may be filed due to the failure to prevent, and
any mishandling of, the cyber-attack, causing a share
price drop and a potential violation of the directors’ and
officers’ fiduciary duty owed to shareholders. Companies
that suffer a greater infection rate and duration of
interruption are likely to perform worse than their nearest
competitors, resulting in a greater relative negative shock
on stock price valuations. This in turn increases the
likelihood of legal actions against executives of a
company by their shareholders.

81 Chris Baraniuk 2017
82 Barlow 2016; Clyde&Co 2018b
83 DAC Beachcroft 2017
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Taking account of the small number of companies
expected to be affected and the lawsuits arising, we
estimated the likely costs as shown in Table 9. The exact
quantum of these losses is uncertain as is the number of
lawsuits or indeed, the frequency of success. The figures
in Table 9 should therefore be taken as speculative.

D&O insurance penetration is highest in the US market,
with Germany and Australia experiencing recent growth
in litigation.82 Thus, most of the losses will be focused on
the US market.

Box 10: Directors and Officers litigation

In the past years, D&O litigations brought against
Target, Wendy’s, Home Depot, and Wyndham by
customers for failing to prevent data breaches and
by shareholders for breach of fiduciary duty have all
been dismissed successfully.®® However, lawsuits
continue to be filed with similar arguments, with
Equifax being the most recent. Yahoo even settled
their shareholder class action lawsuit for $80 million
in early 2018.84 The SEC has issued guidance on
reporting cyber security concerns.® An Aon Stroz
Friedberg 2018 report found that cyber rank third in
shareholder D&O litigation and is expected to
increase this year.®® This is a growing area of
litigation that could potentially add to an insurer’s
accumulation risk.

Data and software loss (X1 only)

In the X1 variant of the scenario, the ransomware is
combined with a back-up wiper that permanently deletes
all back-up files from the infected system. Companies
infected by this wiper will attempt to recover this data
using in-house and external expertise. This process will
involve attempts to recover data from cloud
infrastructure, shared network files that are not
encrypted, email, or even external storage devices that
range from outsourced data centres to USB sticks. While
some data can be recovered, most data is lost
permanently.

Data and software loss costs will be claimed under cyber
insurance policies. The cost of decrypting data is not
included in data and software loss coverage as the data
must be activity deleted or corrupted so that a
‘reconstitution of data’ can occur.

84 Turpin and Meagher 2018
8 SEC.gov 2018
8 Hook 2018
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Companies indirectly impacted

Contingent business interruption

The impact of the ransomware scenario causes
contagion effects that results in companies being
indirectly impacted through their supply chains (both
physical and digital). The infection of digital services due
to the cyberattack results in both upstream and
downstream supply chain shocks due to failure of goods
being delivered (both intermediary and final), disruption in
services and point-of-sale activities that are vital to the
continuation of business.

Cyber contingent business interruption (CBI) coverage
covers the insured’s loss of income and operating
expenses due to the disruption of 3 party digital services
and supply chain interruptions.8” The insured loss is
calculated by applying limits and deductibles outlined in
the General Model Assumptions section above to the
average indirect economic loss for the duration of the
contingent business interruption and is claimed under a
cyber affirmative policy. It is likely that the supply chain
shock will result in insured losses from Cyber CBI insured
loss was expected to be significantly greater than
estimated due to the high indirect economic loss.
However, the penetration of CBI coverage is
comparatively low, resulting in a ‘protection gap’.

Liability

As with companies directly impacted by the cyber-attack,
firms indirectly affected may see the same cyber liability
policies come into effect. The directors and officers of the
companies indirectly impacted by the scenario also have
the same legal responsibility as firms directly impacted to
prepare and action contingency plans should a cyber-
attack occur. Negligence from directors and officers may
result in the contagion impact on their supply chain
indirectly affecting their company more severely than
others, resulting in a greater share price devaluation.

Defendant companies

Technology Errors and Omissions

CCRS assumes that a limited number of companies
directly impacted by the ransomware attack sue their IT
service providers, who fail to provide IT services due to
outages in their systems, and whom companies deem as
culpable in not protecting their systems from malware
vulnerability. The plaintiffs claim the net losses they
suffer that they have not been able to recover from their
insurers including: losses above limits, non-insured
losses, and co-insurance deductibles.

87 OECD 2017
88 Delta 2018
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Defendant companies could include:

1. Digital services companies including: cloud
operation e-commerce/financial systems
platform, network content delivery providers,
email hosting services and data hosting and
processing services

2. Custom application development services that
are involved in the transmission of the malware

3. Other firms involved with the vector introducing
malware into companies

IT companies that inadequately provide their third-party
digital services due to the infection of systems resulting
from the cyber-attack may receive claims from the
companies directly impacted by the digital service
provider outage. Companies that provide other services
involved in the vector of attack may be subjected to
litigation as well.

Liability loss assumptions

CCRS assume that defendant companies carry liability
insurance and that the claims triggered are from
coverages including but not limited to technology errors
and omissions (Tech E&O). These companies take
control of litigation as soon as notification of the suit
occurs. Investigating the chain of liability is complex due
to the global scope and complexity of the cyber-attack,
which leads to a prolonged investigation into identifying
the vulnerabilities, defects and actions leading to
infection. CCRS assume that there are only 3 Tech E&O-
related lawsuits in S1, 6 in S2, and 30 in X1. The
defendants expected loss is $3 million. We have
assumed a low incident rate and loss amount as this is a
new and emerging area of litigation.

8 Yamanouchi n.d.
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Additional areas of insured loss not
included in estimate

This scenario could result in claims from other classes of
business outside of cyber as well as additional coverages
within the cyber class of business that were not
modelled. For example:

Public relation expenses

Companies that are heavily impacted by the malware
event may need to support to deal with the negative
media attention they receive. This is a unique cover that
some insurers are offering to support the costs of
engaging a public relations firm, which is not typically a
part of other cyber coverages.®® Sometimes this is
coupled with a crisis management cover.%:

Reputational damage

Again, for companies that are most impacted by the
scenario they may see customer churn or reduced
transaction volumes which can be directly attributed to
the malware event and its effects on their operations.
Reputational damage cover will support losses in
revenues due to consumer shifts following the event.
Further, there is a small but growing market for personal
reputation cover that supports reputational damage
losses for individual directors.%?

Professional Indemnity/Liability

There is potential for professional indemnity claims for
breach of contract should a firm not be able to provide
services to their clients following the malware incident.
DLA Piper, one the largest law firms globally, saw
significant disruption following the NotPetya malware
attack in June 2017 with a full day without phone service,
six days without emails and another two weeks without
access to old emails.% This interruption of IT services
internally limited their ability to provide services to clients
externally and in some cases caused them to not fulfil
contracts. Breach of contract is a less common coverage
on professional liability policies.

There is further potential for a breach of confidentiality
claim on professional indemnity policies when data is
exfiltrated, as in the X1 scenario variant.

Network security failure liabilities (3" party
liability)

This is third party liability coverage for cases where the
malware is transmitted from one party to another with the
primary party being held liable for third party damages.%*
There is likely to be 3" party losses in this scenario as
the malware is covertly forwarded to the victim’s entire

% Twersky 2015

91 OECD 2017

92 Delta Insurance 2018

% Crowe 2017; Thompson 2017

9 OECD 2017; Cambridge Centre for Risk Studies 2016
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address book which can include external organisations
and people.

0T device bricking

Companies whose loT or smart devices that are
rendered useless follow the malware infections as
ransoms were not paid to unlock them, could file a claim
or replacement of the computers. Following NotPetya
and WannaCry claims were made to this extent against
Commercial General Liability (CGL), TechE&O and
Cyber Bl and Traditional Bl policies.®® There is much
debate as to what type of insurance should cover this
loss and thus some insurers are starting to offer bricking
cover as part of a Cyber Bl policy.®

Kidnap & Ransom (K&R)

Following the WannaCry cyber-attack in 2017 insurers
saw an increase in claims against K&R policies with
insureds arguing that the ransom payments and crisis
management losses should be covered under these non-
cyber policies as they are similar in nature to kidnap
extortion events.%” This is an area to watch as insurers
may tighten up policy wording to limit their K&R exposure
to cyber ransomware events or continue to leave non-
affirmative exposures in their K&R responsibilities.

Product Liability

Similar to Tech E&O liability claims for faulty IT related
services, product liability claims focus on software or
hardware that enabled the malware to execute or spread
due to unknown vulnerabilities. Litigation may arise from
firewall and malware systems that fail during the cyber-
attack. There is a school of legal thought that states that
under the strict liability legal doctrine, individuals who
suffered harm or property damage due to product defects
have a potential valid argument even if the defect was
previously unknown to the software manufacturer.
“Therefore, strict products liability cannot be transferred
from product to user via contract, which renders
infeasible the common practice in the software industry of
absolving liability for the vendor through End User
Licensing Agreements.”®® This is an emerging area of
litigation as the technology is advancing faster than the
legal doctrine thus creating the potential for losses
related to this Contagious Malware scenario.

Personal cyber losses

As the ransomware is forwarded to victims’ entire contact
list, there is potential for impacts to personal computers.
Claims will likely be seen for personal cyber extortion
payments as well as data restoration in the X1 scenario
variant. Finally, there is potential for personal reputational
policies to payout following the event.

% Reuhs 2016; Trice 2018
% Lenihan 2018

% Barlyn and Cohn 2017
% Dean 2018
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The results in context

The estimated global insurance industry loss is $10.16bn to $27.27bn for this Bashe scenario. A comparison of the
losses to the economic loss and to the 2019 estimated cyber insurance premium helps put these losses in context.
Comparing the insurance loss estimates to the economic losses shows that the insurance industry losses stayed within
9 to 14% of the economic loss. The estimated 2019 cyber affirmative insurance premium is $6.4bn,* which puts the
affirmative cyber insurance industry loss estimates at 1.2 to 3.4 times the annual affirmative cyber insurance premiums.

Table 12: Bashe scenario global insurance industry loss estimates in comparison to global economic loss

Scenario % of infected Total Total o Ratio of losses estimated as Insurance
variant companies that economic insurance likely to be paid out under loss as a % of
notify insurers ofa  losses, $bn industry loss cyber affirmative coverage to economic loss
loss and have estimates, $bn total annual global cyber
insurance affirmative premiums200
S1 9% $85 $10 1.2 12%
S2 9% $159 $14 1.8 9%
X1 9% $193 $27 3.4 14%

Comparisons of the Bashe scenario estimated insured losses show that they range from 2 to 9 times the estimated
insured losses from the NotPetya attacks in 2017, shown in Table 13. Further, the estimated economic loss for the
NotPetya attack is $10 billion, which puts the insurance loss at 30% of the economic loss. This is an interesting

comparison as it highlights the increased exposure of the insurance industry to these contagious malware attacks.

Table 13: Bashe scenario global insurance industry loss estimates in comparison with estimated historical precedent

Scenario Total insurance industry loss Estimated NotPetya insured Ratio of insured loss to
variants estimates, $bn loss, $bn NotPetya

S1 $10 3

S2 $14 $3.101 4

X1 $27 9

% This is calculated by interpolating between the 2015 and 2020 projections summarised in a Financial Times article by Ralph 2018.
100 This is calculated by summing all the losses minus the non-affirmative Bl losses and dividing by the estimated 2019 insurance premium.
101 pCs 2018
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8. Conclusions

This report deepens insurers’ and risk managers’
understanding of cyber-risk liability and aggregation. It
shows the vital contribution research and analysis can
make in reducing uncertainty concerning cyber risk.

The scenario highlights the extent of the damage that can
occur from ransomware attacks and challenges
assumptions about cyber preparedness. It also helps
companies benchmark their risk management
procedures.

The cost to the global economy

The scenario in the report shows the economic damage
to the world economy from a concerted global cyber-
attack, spread by a malicious email, may range from $85
billion (in the least severe scenario, S1) to $193 billion (in
the most severe scenario, X1). The total amount of
claims paid by the insurance industry is estimated to be
between $10 billion in S1 and $27 billion in X1 (where the
loss of data from the malware triggers additional claims
for data and software loss).

Many sectors would be affected across the world with the
largest losses in retail, healthcare, manufacturing and
banking. The impacts spread throughout the supply chain
caused by the encryption of digital devices with
contingent business interruption identified as particularly
damaging. For example, indirect losses in the banking
and finance sectors would roughly match the direct
economic impact of the malware for that sector.

Analysis of these results shows that Business
Interruption coverage is the main driver of the insured
losses (71% of total losses for S1 and 59% for X1).

Drivers of losses

In the scenario and its variants, one of the main drivers of
the direct and indirect global economic losses is the
number of premier companies infected because they
have the highest potential for total revenue loss. With
premier companies modelled as having more than 1,500
times the daily revenue of small companies, their higher
relative rates of infection make up a significant part of
total global economic losses. In addition to greater
business interruption and revenue losses, the increase in
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the number of infected devices increases the clean-up
and cyber extortion costs.

Regional disparities in the economic loss estimates are
caused by several financial and technical drivers. One of
these is the diversity of business activity across regions.
The sectoral breakdown of economic activity per region
significantly influences the level of economic loss. As
discussed in Section 3, some sectors are more
vulnerable to both external and internal malware infection
than others. Research into the resilience of companies to
ransomware attacks found that those in the service
sectors such as retail, finance, and tourism and
hospitality, tend to be more vulnerable than those in the
industrial sector (manufacturing being the exception).
This may be due to their reliance on e-commerce as a
significant revenue stream. These findings were built into
the model, meaning regional economies that are more
service dominated, such as the US and Europe, suffer
greater relative infection and thus higher direct losses.

The penetration of connected systems per sector also
affects the regional impact of the cyber-attack in the
scenario. Sectors that have more connected systems,
particularly those that are critical to business continuity,
are more likely to suffer more severe and longer-lasting
impacts on revenue. This particularly impacts regions
where the output of the economy is dependent on
manufacturing, healthcare, mining and other primary
industries.

The distribution of company size across regional
economies also influences the scale of the losses.
Premier-sized companies contribute significantly to
economic losses in the scenario, so regions with a higher
number of premier-sized companies are more likely to
experience higher losses.

Other drivers of differences in economic losses between
regions include: commercial device and internet
penetration per region, share of global Internet of Things
(IoT) devices, and the number of third-party providers of
IT services and products. These all determine the
number of points that can be attacked, which in turn
determines the contagiousness of the ransomware
attack.
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Insurance impacts

A comparison of the insurance losses to the total
economic losses and the 2019 estimated total global
cyber insurance premium puts these losses in context.
Comparing the insurance loss estimates to the economic
losses shows insurance industry losses are between 9%
and 14% of the total economic loss, which shows the
extent of underinsurance should such an attack take
place.

The estimated 2019 cyber affirmative insurance premium
globally is $6.4 billion, which puts the insurance industry
loss estimates at 1.2 to 3.4 times the annual insurance
premiums. 192 This shows the insurance industry is
significantly exposed to a contagious malware event.

Lessons learned

This scenario emphasises to organisations — individual
entities, industry associations, markets and policy makers
— the importance of raising awareness of the risk,
assessing the potential damage it could cause, and
integrating effective responses within their business-as-
usual practices.

There are lessons for the insurance sector, too, as the
report also highlights potential insurance policy, legal,
and aggregation issues in cyber insurance offerings.
Insurers should make explicit allowance for aggregating
cyber-related catastrophes. To achieve this, data
collection and quality is important, especially as cyber
risks are constantly changing.

192 This is calculated by summing all the losses minus the non-
affirmative Business Interruption losses and dividing by the estimated
2019 cyber affirmative insurance premium.
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Insurance opportunities

There are also opportunities for insurers to grow their
business in the classes associated with ransomware
attacks. For example, Asia is one of the fastest-growing
markets for cyber insurance with established cyber
insurers, now offering products in across the area.

The market saw an 87% increase in cyber insurance
take-up rates in Asia in 2017 with the current global
premiums estimated to total $50 million.1%3 Given the
increase in cyber-attacks in 2017 in Asia over recent
years, companies in the region are more likely to have
standalone cyber insurance. Further insurance take-up is
likely in the future.

The US is the world’s most developed cyber market but
one that is growing year-on-year, while in Europe, GDPR
legislation and its penalties for non-compliance should
stimulate further growth in the market.

The expansion of the cyber insurance market is both
necessary and inevitable. Scenarios such as the ‘Bashe
attack’ in this report help insurers expand their view of
cyber risks ahead of the next event and help them, create
new products and services that can make businesses
and communities more resilient.

Future research

‘Bashe Attack: Global infection by contagious malware’ is
the first of two joint reports produced by the Cyber Risk
Management (CyRiM) project led by Nanyang
Technological University, Singapore in collaboration with
industry partners and academic experts including the
Cambridge Centre for Risk Studies. CyRiM industry
founding members include Aon Centre for Innovation and
Analytics, Lloyd’s - the specialist insurance and
reinsurance market, MSIG, SCOR and TransRe.

The second report by this initiative will explore the impact
of a cyber-attack on multiple port management systems.

103 williams 2016; Weinland 2017; OECD 2017
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Annex A: Global cybercrime

Cyber criminals and their crimes are growing in maturity, complexity and, as a result, impact. Over 6,000 online criminal
marketplaces now sell commercialised and easily-accessible ransomware products and services, amongst other
malware types, offering over 45,000 different products.1®* WannaCry, a virulent and vicious ransomware worm released
in 2017, cost upwards of $4 billion globally. A few months later, NotPetya cost organisations $10 billion in revenue.
These types of malware are now readily available online; users can purchase ransomware-as-a-service (RaaS) with a
range of pricing models!® and prices as low as $9.95,1% and there is a plethora of free tutorials and open-source code
available for intrepid cyber criminals. Future losses from large-scale cyberattacks, both economic and insured, are
forecasted in the billions of dollars.107

Losses from cybercrime have been reported in almost every industrialised nation, but accurately quantifying these
losses is challenging. Victims are often unwilling to share breach statistics and internal loss estimates can be inaccurate
or incomplete due to the complexities of reputation damage, clean-up costs and lost revenue. Furthermore, it is difficult
to price the loss of intellectual property, confidential business information, and potential revenue or productivity due to
business disruption. Personal identifiable information is often valued by the price it is sold for on the black market rather
than the actual loss of that information to the company storing it.

Reported estimates of the cost of cybercrime range from the millions to trillions of dollars. Such an imprecise range is a
clear indication that data standards for reporting cybercrime losses require normalisation. The Cambridge Centre for
Risk Studies estimates that cybercrime led to losses of $1.5 trillion in 2017.108

Global

Cybercrime is not evenly distributed across the world. Concentrations of wealth, percentage of internet users, levels of
cyber security infrastructure, e-commerce penetration, and distribution of market sectors as well as a host of other
variables have an impact on the potential for, and the reality of, cybercrime.

The financial costs are greatest in wealthy regions that have the greatest potential for loss and, for the cyber criminals,
higher financial pay-outs and disruption potential. Increased connectivity and reliance on technology within a population
or company also increases the probability of cyberattacks. The highest costs are seen in North America, Europe and
Central Asia where the percentage of individuals using the internet ranges between 80 and 97%.10°

104 McAfee 2018

195 | angton 2018

196 Joven 2017

197 Kollewe 2017

108 A, Coburn, Leverett, and Woo 2019

109 “Percentage of Individuals Using the Internet 2000-2012" 2013

Bashe attack — Global infection by contagious malware



Annex A: Global cybercrime

61

Table 14: The regional distribution of the cost of cybercrime!©

Region (World Bank) (505, tilon) 605, ilion) R GoR)
North America 20.2 140 to 175 0.69 to 0.87%
Europe and Central Asia 20.3 160 to 180 0.79 to 0.89%
East Asia & the Pacific 225 120 to 200 0.53 to 0.89%
South Asia 2.9 710 15 0.24 t0 0.52%
Latin America and the Caribbean 5.3 15to0 30 0.28t0 0.57%
Sub-Saharan Africa 15 1to3 0.07 to 0.20%
Middle East and North Africa (MENA) 3.1 2t05 0.06 to 0.16%
World $75.8 $445 to $608 0.59 to 0.80%

The Digital Evolution Index (DEI) 11! scores countries based on policies to advance digital strategies and pace of change
in digital progression. Singapore sits at 6th place, indicating its high level of digitisation and continued innovation. The
countries in the top 10 places, listed in order, are Norway, Sweden, Switzerland, Denmark, Finland, Singapore, South

Korea, UK, Hong Kong, and the US.

Table 15: Countries ranked by their Digital Evolution Index

Country Rank Country Rank Country Rank

Norway 1 Australia 11 Estonia 21
Sweden 2 Canada 12 UAE 22
Switzerland 3 Netherlands 13 Israel 23
Denmark 4 New Zealand 14 Portugal 24
Finland 5 Japan 15 Spain 25
Singapore 6 Ireland 16 Malaysia 26
South Korea 7 Germany 17 Czech Republic 27
UK 8 Belgium 18 Latvia 28
Hong Kong 9 Austria 19 Slovenia 29
us 10 France 20 Chile 30
Saudi Arabia 31 Bulgaria 41 Philippines 51
Hungary 32 Thailand 42 Kenya 52
Slovak Republic 33 South Africa 43 India 53
Italy 34 Colombia 44 Egypt 54
Poland 35 Indonesia 45 Nigeria 55
China 36 Brazil 46 Pakistan 56
Turkey 37 Mexico 47 Algeria 57
Greece 38 Vietnam 48 Cameroon 58
Russia 39 Peru 49 Bolivia 59
Jordan 40 Morocco 50 Bangladesh 60

110 “Economic Impact of Cybercrime - No Slowing Down” 2018

11 “Digital Evolution Index Maps Competitiveness of 60 Countries” 2017

Bashe attack — Global infection by contagious malware



Annex A: Global cybercrime 62

Sectoral

Similar to the distribution across countries, the distribution of cybercrime across sectors is varied according to potential
for loss and connected dependencies. Underlying business processes have become increasingly connected across all
sectors. In retail some brands have seamlessly integrated customer services and social media platforms in their physical
stores.

Figure 6: Level of digitalisation across sectors!??
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The variation across sectors is directly related to the dependence of each sector on connected devices for business
revenue and management. Relative digitisation of industries is measured according to the level of hardware, software,

data, and IT service investments along with the digitisation of physical assets such as big data systems in supply chains,
connected vehicle fleets, smart buildings etc.

12 Original research and analysis by the McKinsey Global Institute (Gandhi, Khanna, and Ramaswamy 2016)
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Area of interest: Finance

Concentrations of losses are often seen in the financial sector where banks are the targets of skilled cyber criminals.
Cyber security professionals report that financial institutions spend three times as much on cybersecurity as nonfinancial
institutions?!? and there have been several high-profile, expensive cyber bank heists in the last decade.

Financial motivations are not the only drivers of attacks against the finance industry. Sometimes disruption is the primary
goal of the attackers rather than theft. In April 2018, seven of the largest banking institutions in the UK, including Tesco
Bank, Royal Bank of Scotland, and Santander, were targeted by coordinated cyberattacks, forcing them to reduce
operations and, in some cases, shut down entire systems. The National Crime Agency put the damage in the range of
hundreds of thousands of pounds. In January 2016, on a payday Friday and two days before the deadline for tax
returns, the HSBC online banking and digital services portal suffered a DDoS attack4 that disrupted personal banking
services for customers for several hours.15

Figure 7: Publicly known major banking cybercrime losses, $ millions (not an exhaustive list)*®
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113 “Things to do before the next big thing: How the financial industry reacts to cyberthreats,” Kaspersky, March 9, 2017
114 peachey 2016

115 Goldman 2016

116 “|nsights Learned from Anatomy of Cyber-Attacks Targeting Banks” 2016
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Area of interest: Industrial control systems

IBM reports that cyberattacks on industrial control systems (ICS) increased 110% in 20167 and 636% from 2012 to
2014.118 |CS oversee smart grids, nuclear power plants, water and waste treatment plants, electric power plants,1° air
traffic control, transportation, manufacturing facilities, chemical plants and many other critical infrastructures (Cl). These
important functions make them frequent targets, with 15% of cyberattacks involving the destruction of physical assets
such as routers, servers, storage devices, or ICS.120

Malware attacks on ICS such as Black Energy, StoneDirill, Stuxnet, Duqu, Shamoon, and Havex have been well-
documented,?! with many focusing on compromising the standard control-layer protocols used in ICS and by
operational technology vendors. Famous targets include a small dam in the US, a water and sewage system in
Australia, a railway system in the US, a steel mill in Germany, an oil pipeline in Turkey, and the power grid in Ukraine.1??
In 2017, a new ICS-specific malware, CrashOverride, disrupted electricity grid operations in Ukraine, showing that
malware could target safety instrumented systems (SIS) and pose a legitimate hazard to human life.12® Targeting SIS
can lead to loss of physical property damage, extensive system downtime, and other dangerous impacts such as false
safety alarms.1?4

117 Kovacs 2016

118 Sayfayn and Madnick 2017
119 perlroth 2017

120 wylie 2015

121 Byres and Lowe 2004

122 Boeck 2016

123 Ashford 2018; Schneier 2018
124 McMillan 2017
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Annex B: Cyber scenario selection

This collaborative project between Cambridge Centre for Risk Studies (CCRS) and CyRiM will result in two cyber
catastrophe scenario reports, the first of which is presented in this document. These scenarios are realistic, low
probability, high impact events. Understanding the impact of severe events is one of the key requirements for insurers to
develop cyber risk cover.

Through research, workshop development, and expert elicitation CCRS proposed eleven potential scenarios that were
narrowed down to six for potential development. A workshop held in Singapore attended by insurance and technology
industry experts analysed and discussed the following five scenarios in addition to ‘Global infection by contagious
malware’ to be considered for report development:

1. ICS-Triggered Fires in Refineries. Cyber criminals target the electronic-based measurement and management
devices of the Industrial Control Systems within oil refineries resulting in simultaneous systems errors and
explosions.

2. Flash Crash of Asia-Pacific Stock Exchanges. Cyber criminals target the trading platforms used by institution
traders for executing trades and algorithmic trading. The criminals initiate a fire sale of various equities and FX
positions. High-frequency trading algorithms are also altered, amplifying the volatility of the stock market.

3. Cyber-Attack on Smart Nation Infrastructure. Cyber criminals target centralised smart power grids, water
treatment facilities, ICS, communication and internet systems involved in the smart nation infrastructure, shutting
them down and preventing access by to all citizens.

4. Data Exfiltration Targets Mobiles. Advanced hacking techniques allow cyber criminals to remotely exploit a chip
vulnerability which allows access to kernel-level memory without proper security checks. The Android mobile
phone operating system is targeted. All cached memory is accessed - banking details and intellectual property
are the specified targets. Criminals access banking apps to drain accounts and sell on bank details and
intellectual property. Results in largest data exfiltration event.

5. Cyber-Attack on Multiple Port Management Systems. Cyber criminals target the port management software that
allows users to manage, plan, and view actions taking place, and permits information to be shared across
stakeholders, including terminals, ship handlers, government officials, etc. The inventory is corrupted over
several months to facilitate theft of cargo on a large scale. Criminals encrypt the cargo inventories when
discovered.

After consideration by the attendees of the workshop in Singapore and the CyRiM advisory board, the ‘Global infection

by contagious malware’ scenario developed in this report and ‘Cyber-attack on multiple port management systems’ were
chosen for report creation and loss estimation.
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Figure 8: X1 Total direct and indirect economic losses from business interruption by sector, $ billion
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Figure 9: Distribution of direct economic loss (productivity and consumption loss only) in X1 by sectors and regions
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Table 16: Infection rate by size and sector for X1

Sector Premier Small Medium Large
Business & Professional Services 12% 8% 8% 11%
Defense / Military Contractor
Education

Energy
Entertainment & Media

Finance - Banking
Finance - Insurance 10% 10%

Finance - Investment Management 10% 10%

Food & Agriculture _
Healthcare

IT - Hardware

IT - Services

IT - Software

Manufacturing

Mining & Primary Industries
Pharmaceuticals

Real Estate / Property / Construction
Retail

Telecommunications

Tourism & Hospitality

Transportation / Aviation / Aerospace
Utilities
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Appendix: Guide to insurance portfolio loss

This guide provides the University of Cambridge Centre for Risk Studies’ recommended guidelines for insurance
companies to estimate losses from the ‘Bashe attack: Global infection by malicious malware’ scenario. Each subsection
outlines the methodology and data required to estimate the insured loss for a particular cyber affirmative and non-
affirmative coverage to aid in the estimation of an insurance portfolio. This portfolio estimation method is consistent with
the industry loss estimation outlined in the report.

Expected loss calculation

This report details an expected loss calculation as opposed to a rank/selection calculation. For this expected loss
calculation, you assume that all your accounts within a specific type of coverage being modelled have a loss given the
probability of the incident rate or in this case an infection rate.

Companies directly impacted

Use the infection rates by scenario variants in Table 17, Table 18, and Table 19 and by business sector and company
size as multipliers to the loss value ($) for each coverage type detailed below. You will find a concordance table of our
sector categories into NAICS 2012 at the end of the section.

Tablel7: Infection rates by sector and company size for the S1 variant

Sector SVS Premier Large Medium Small
Business & Professional Services 3 4% 3% 3% 4%
Defense / Military Contractor 1 3% 3% 3% 2%
Education 5 9% 6% 6% 8%
Energy 2 5% 2% 2% 3%
Entertainment & Media 4 7% 4% 4% 5%
Finance - Banking 5 7% 6% 6% 8%
Finance - Insurance 4 6% 4% 4% 5%
Finance - Investment Management 4 6% 4% 4% 5%
Food & Agriculture 2 3% 2% 2% 3%
Healthcare 4 6% 4% 4% 5%
IT - Hardware 4 7% 4% 4% 5%
IT - Services 4 7% 4% 4% 5%
IT - Software 4 5% 4% 4% 5%
Manufacturing 4 5% 4% 4% 5%
Mining & Primary Industries 1 4% 1% 1% 2%
Pharmaceuticals 1 4% 3% 1% 2%
Real Estate / Property / Construction 4 6% 4% 4% 5%
Retail 5 8% 6% 6% 8%
Telecommunications 2 4% 3% 2% 3%
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Tourism & Hospitality 3% 3% 4%
Transportation / Aviation / Aerospace 4% 4% 5%
Utilities 2% 2% 3%
Table 18: Infection rates by sector and company size for the S2 variant

Sector Premier Small Medium Large
Business & Professional Services 8% 8% 6% 6%
Defense / Military Contractor 6% 3% 4% 4%
Education 16% 15% 11% 11%
Energy 6% 6% 5% 5%
Entertainment & Media 10% 10% 8% 8%
Finance - Banking 16% 15% 11% 11%
Finance - Insurance 10% 10% 8% 8%
Finance - Investment Management 11% 10% 8% 8%
Food & Agriculture 6% 6% 5% 5%
Healthcare 11% 10% 8% 8%
IT - Hardware 12% 10% 8% 8%
IT - Services 11% 10% 8% 8%
IT - Software 10% 10% 8% 8%
Manufacturing 10% 10% 8% 8%
Mining & Primary Industries 5% 3% 2% 2%
Pharmaceuticals 6% 3% 2% 3%
Real Estate / Property / Construction 11% 10% 8% 8%
Retall 14% 13% 10% 10%
Telecommunications 8% 6% 5% 5%
Tourism & Hospitality 9% 8% 6% 6%
Transportation / Aviation / Aerospace 10% 10% 8% 8%
Utilities 7% 6% 5% 5%
Table 19: Infection rates by sector and company size for the X1 variant

Sector Premier Small Medium Large
Business & Professional Services 12% 8% 8% 11%
Defense / Military Contractor 6% 5% 4% 4%
Education 21% 15% 15% 20%
Energy 8% 6% 6% 8%
Entertainment & Media 15% 10% 10% 14%
Finance - Banking 21% 15% 15% 20%
Finance - Insurance 14% 10% 10% 14%
Finance - Investment Management 14% 10% 10% 14%
Food & Agriculture 9% 6% 6% 8%
Healthcare 14% 10% 10% 14%
IT - Hardware 18% 10% 10% 13%
IT - Services 17% 11% 10% 14%
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IT - Software 14% 10% 10% 14%
Manufacturing 14% 10% 10% 14%
Mining & Primary Industries 6% 3% 3% 4%
Pharmaceuticals 6% 4% 3% 4%
Real Estate / Property / Construction 14% 10% 10% 14%
Retail 16% 11% 11% 15%
Telecommunications 11% 7% 6% 8%
Tourism & Hospitality 10% 8% 8% 11%
Transportation / Aviation / Aerospace 15% 10% 10% 14%
Utilities 8% 6% 6% 8%

Business interruption — affirmative cyber

Identify the policies in your portfolio with affirmative cyber business interruption cover25, Bucket these policies by sector
and assign a sectoral vulnerability score (SVS) as outlined in Table 3 (from the Scenario Variants Section 3). 126 Assume
a distribution of internal replication for policies within each business sector as outlined in Table 20. For example, the
Pharmaceuticals sector has a SVS score of 1, which means that of all infected policies identified within that sector, 35%
of companies suffer a replication rate of between 0-10%. These replication rate buckets are tied to the decay functions

for the revenue loss shown in Table 21.

Table 20: Distribution of replication rates by sectoral vulnerability score

SVS 0-10% 10-20% 20-30% 30-40% 40%+
1 35% 45% 10% 7% 3%
2 30% 42% 10% 12% 6%
3 25% 39% 10% 17% 9%
4 20% 36% 10% 22% 12%
5 15% 33% 10% 27% 15%

The severity and duration of business interruption per policy is determined by the replication rate category as outlined in
Table 20. Using the Pharmaceuticals example, 35% of policies that are within the replication rate bucket of between 0-
10% suffer 5% revenue loss due to BI for the first five days after initial infection, 3% loss due to Bl for the next five days,

1% for the next five days and so on.

Table 21: Decay function of revenue loss severity and duration by replication bucket

Number of 0%-10% 10%-20% 20%-30% 30%-40% 40%+
Business

Interruption days

1t05 5% 15% 25% 35% 50%
5to 10 3% 9% 18% 28% 45%
10to 15 1% 5% 9% 14% 23%
1510 20 1% 2% 4% 7% 11%
20to 25 0% 1% 2% 4% 6%

25to 30 0% 1% 1% 2% 3%

For this calculation, you will need to know the annual revenue (converted into days) for each account selected. To
determine the pay-out, take the projected gross margin for each selected account and multiply this by the amount of

revenue lost.

Apply appropriate deductibles and limits for the business interruption, as per the policy terms for these accounts, and
calculate the total business interruption loss for your portfolio.

125 affirmative cyber Bl cover is provided either by a standalone cyber policy or endorsements on a traditional policy.
126 To convert CCRS sector classifications into the North American Industrial Coding System (NAICS), please see Table 27
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Finally, to estimate the expected loss, take the loss value calculated for each Bl policy and multiple it by the respective
infection rate provided in Table 17, Table 18, and Table 19 given the business sector and company size of the account
holder and by 67%. We use 67% as the per cent of policies that file a claim under an affirmative cyber policy.

Business interruption — non-affirmative cyber

Follow the same process outlined above for your traditional property BI*?7 policies by substituting the final multiplier of
67% with 33%. We use 33% as the percent of policies that file a claim which could potentially fall under a traditional
property Bl policy, thus creating non-affirmative cyber exposure.

Cyber extortion

Identify the policies with affirmative cyber extortion cover and assume that these policies pay an average ransom of
$700 per infected device to decrypt the data. Not all the devices at a company are infected and not all of the infected
devices are decrypted via a ransom payment. Assume a distribution of replication rates across all cyber extortion
policies using the data from Table 22 and multiply this by the number of devices at each company, which is typically
captured on the insurance applications questionnaires. If the number of devices at a given company is not known, then
use the average number of devices by size of the company provided in Table 23. Then assume that of those devices
infected, an average of 4% of those devices are decrypted by paying the ransom and multiply this number by the $700
ransom cost.

Depending on the wording in your Kidnap and Ransom policies, you may need to include these policies along with the
affirmative cyber extortion policies when selecting policies to apply losses to.

Table 22: Average replication rate distribution for all scenario variants
Percent devices infected 50 15% 25% 35% 50%

Percent of companies that fall under bucket 2506 39% 10% 17% 9%

Table 23: Distribution of average number of devices per size of company

Size Average number of devices per size of company
Small 180
Medium 900
Large 3750
Premier 9000

Apply appropriate policy terms for these accounts and calculate the total cyber extortion loss for your portfolio.

Finally, to estimate the expected loss, take the loss value calculated for each cyber extortion policy and multiple it by the
respective infection rate provided in Table 17, Table 18 and Table 19, given the business sector and company size of
the account holder.

Incident response costs

Identify the policies with affirmative cyber incident response costs and assume that they spend $350 per computer to
support forensic investigation activities to assess the extent of damage following the infection and to clean-up the
computer. Take the total of number computers for a given account, subtract the number of computers where ransom is
paid based on the calculation above, and assume incident response costs are applied to remaining devices.

Apply appropriate policy terms for these accounts and calculate the total incident response cost loss for your portfolio.
Finally, to estimate the expected loss, take the loss value calculated for each cyber incident response costs policy and
multiple it by the respective infection rate provided in Table 17, Table 18, and Table 19 given the business sector and
company size of the account holder.

127 Traditional property policies that do not explicitly cover cyber or that have potential gaps in their exclusions could create non-affirmative exposure.
See Section 6 for more details on the difference between affirmative and non-affirmative exposures.
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Data and software loss

For the X1 scenario variant only, identify the policies with affirmative cyber data and software loss cover and assume
that they spend $500 per computer to recreate key data that was not recovered. Assume that they do this on 5 key
computers at each company.

Apply appropriate policy terms for these accounts and calculate the total data and software cost loss for your portfolio.

Finally, to estimate the expected loss, take the loss value calculated for each cyber data and software loss policy and
multiple it by the respective infection rate provided in Table 17, Table 18, and Table 19 given the business sector and
company size of the account holder.

Liability (directors & officers)
Identify the policies with either affirmative cyber directors & officers (D&O) cover or traditional D&O cover that support
cyber named perils. Identify the market capitalisation valuation for each company and make an assumption of loss.

For cases where market capitalisation is not available make an assumption of loss by company size.

Apply appropriate policy terms, including deductible and limits for these accounts and calculate the total liability
loss for companies directly impacted by the malware.

Make an assumption of the probability that the shareholders sue the company. This may vary by scenario size. Finally,
to estimate the expected loss, take the loss value calculated for each D&O policy and multiple it by the respective
infection rate provided in Table 17, Table 18, and Table 19 given the business sector and company size of the account
holder and by the % that are likely to have lawsuits.

The above is one of the possible approach to calculate Liability (directors & officers) losses and in practice the impact
will depend on court cases, legal interpretations and it is highly uncertain.

Companies indirectly impacted

Contingent business interruption

Identify the policies in your portfolio with affirmative cyber contingent business interruption (CBI) cover and assume that
all of these policies are impacted, and experience supply chain outages based on the distribution shown in Table 24. For
example, 18% of all your CBI policies will have 2.5-day outage with only a 45% revenue loss in the S1 scenario variant.

Table 24: Contingent Business Interruption impact

Average Bl Days % of Companies Impacted % Revenue Impact per Company
25 18% 45%
7.5 14% 32%
125 7% 16%
175 4% 8%
22.5 2% 1%
27.5 1% 2%

Apply appropriate policy terms, including deductible and limits for these accounts and calculate the total CBI
loss for companies indirectly impacted by the malware.

Based on CCRS modelling, we estimate that 45% of companies are likely to be impacted indirectly from the Contagious
Malware scenario. Finally, to estimate the expected loss, take the loss value calculated for each CBI policy and multiple

it by one minus the infection rates!?® provided in Table 17, Table 18, and Table 19 given the business sector and
company size of the account holder and by 45%.

128 CCRS recommend one minus the infection rate to determine the percent of companies that are not directly infected by the malware.
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Liability (directors and officers)
Identify the policies with either affirmative cyber D&O cover or traditional D&O cover. ldentify the market capitalisation
valuation for each company and make an assumption of loss

For cases where market capitalisation is not available make an assumption of loss by company size.

Apply appropriate policy terms, including deductible and limits for these accounts and calculate the total liability
loss for companies indirectly impacted by the malware.

Make an assumption of the probability that the shareholders sue the company. This may vary by scenario size. Finally,
to estimate the expected loss, take the loss value calculated for each D&O policy and multiple it by the respective
infection rate provided in Table 17, Table 18, and Table 19 given the business sector and company size of the account
holder and by the % that are likely to have lawsuits.

The above is one of the possible approach to calculate Liability (directors & officers) losses and in practice the impact
will depend on court cases, legal interpretations and it is highly uncertain.

Defendant companies

Liability (technology errors and omissions)

Identify all the policies in your portfolio that you insure for technology errors and omissions (TechE&O) or professional
liability within the following sector categories shown in Table 25. Select all of these accounts as ‘defendant companies’
in this scenario.

Table 25: Types of companies selected as defendant companies

Company Type NAICS

IT Services 518210
Data Processing, Hosting and Related Services

519130
Internet publishing and Broadcasting Web Search Portals

541511
Custom Computer Programming Services

For each of the selected ‘defendant company’ accounts, assume that they are found liable for the following amounts
shown in Table 26 by company size.

Table 26: TechE&O liability per company, $ million

Premier Large Medium Small

$48 $16 $5 $3

Apply appropriate deductibles and limits for the liabilities, as per the policy terms for these accounts, and calculate the
total liability loss to defendant companies in your portfolio.

Assume that there is a 1% chance of a lawsuit in S1, 2% for S2 and 10% for X1. Finally, to estimate the expected loss,
take the loss value calculated for each TechE&O policy and multiple it by the % that are likely to have lawsuits.

Total

Total all the components of loss into a grand total of losses for your portfolio.
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Supporting tables

Table 27 provides a mapping of NAICS 2012 codes to the CRS business sectors. Concordance tables that map other
coding systems, such as SIC and GICS and other editions of NAICS to the NAICS 2012, can be found online here.

Table 27: Mapping of Business Sectors to NAICS 2012

Business Business Sector NAICS 2012 Short Description

Sector (Branches

Coding Included)

11 IT - Software 5112 Software Publishers

1.2 IT - Hardware 3341 Computer and Peripheral Equipment Manufacturing

1.3 IT - Services 518 Data Processing, Hosting, and Related Services

1.3 IT - Services 519130 Internet Publishing and Broadcasting and Web Search Portals

1.3 IT - Services 5415 Computer Systems Design and Related Services

2 Retail 42120 Wholesale Trade

2 Retail 441 Motor Vehicle and Parts Dealers

2 Retail 442 Furniture and Home Furnishings Stores

2 Retail 443 Electronics and Appliance Stores

2 Retail 444 Building Material and Garden Equipment and Supplies Dealers

2 Retail 445 Food and Beverage Stores

2 Retail 446 Health and Personal Care Stores

2 Retail 447 Gasoline Stations

2 Retail 448 Clothing and Clothing Accessories Stores

2 Retail 451 Sporting Goods, Hobby, Musical Instrument, and Book Stores

2 Retail 452 General Merchandise Stores

2 Retail 453 Miscellaneous Store Retailers

2 Retail 454 Non-store Retailers

3.1 Finance - Banking 521 Monetary Authorities-Central Bank

3.1 Finance - Banking 522 Credit Intermediation and Related Activities

3.2 Finance - Insurance 524 Insurance Carriers and Related Activities

3.3 Finance - Investment management 523 Securities, Commodity Contracts, and Other Financial Investments
and Related Activities

3.3 Finance - Investment management 525 Funds, Trusts, and Other Financial Vehicles

4 Healthcare 62 Health Care and Social Assistance

5 Business & Professional Services 5411 Legal Services

5 Business & Professional Services 5412 Accounting, Tax Preparation, Bookkeeping, and Payroll Services

5 Business & Professional Services 5413 Architectural, Engineering, and Related Services

5 Business & Professional Services 5414 Specialized Design Services

5 Business & Professional Services 5416 Management, Scientific, and Technical Consulting Services

5 Business & Professional Services 5417 Scientific Research and Development Services

5 Business & Professional Services 5418 Advertising, Public Relations, and Related Services

5 Business & Professional Services 5419 Other Professional, Scientific, and Technical Services

5 Business & Professional Services 55 Management of Companies and Enterprises

5 Business & Professional Services 561 Administrative and Support Services

129 All of level 42 is in the Retail sector except for the 2 sub-levels pulled out for Energy (424710 and 424720).
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6 Energy 211 Oil and Gas Extraction

6 Energy 213111 Drilling Oil and Gas Wells

6 Energy 213112 Support Activities for Oil and Gas Operations

6 Energy 324 Petroleum and Coal Products Manufacturing

6 Energy 424710 Petroleum Bulk Stations and Terminals

6 Energy 424720 Petroleum and Petroleum Products Merchant Wholesalers (except
Bulk Stations and Terminals)

6 Energy 486 Pipeline Transportation

7 Telecommunications 517 Telecommunications

8 Utilities 22 Utilities

8 Utilities 562 Waste Management and Remediation Services

9 Tourism & Hospitality 72 Accommodation and Food Services

10 Manufacturing 313 Textile Mills

10 Manufacturing 314 Textile Product Mills

10 Manufacturing 315 Apparel Manufacturing

10 Manufacturing 316 Leather and Allied Product Manufacturing

10 Manufacturing 321 Wood Product Manufacturing

10 Manufacturing 322 Paper Manufacturing

10 Manufacturing 323 Printing and Related Support Activities

10 Manufacturing 3251 Basic Chemical Manufacturing

10 Manufacturing 3252 Resin, Synthetic Rubber, and Artificial Synthetic Fibers and
Filaments Manufacturing

10 Manufacturing 3253 Pesticide, Fertilizer, and Other Agricultural Chemical Manufacturing

10 Manufacturing 3255 Paint, Coating, and Adhesive Manufacturing

10 Manufacturing 3256 Soap, Cleaning Compound, and Toilet Preparation Manufacturing

10 Manufacturing 3259 Other Chemical Product and Preparation Manufacturing

10 Manufacturing 326 Plastics and Rubber Products Manufacturing

10 Manufacturing 327 Nonmetallic Mineral Product Manufacturing

10 Manufacturing 331 Primary Metal Manufacturing

10 Manufacturing 332 Fabricated Metal Product Manufacturing

10 Manufacturing 333 Machinery Manufacturing

10 Manufacturing 3342 Communications Equipment Manufacturing

10 Manufacturing 3343 Audio and Video Equipment Manufacturing

10 Manufacturing 3344 Semiconductor and Other Electronic Component Manufacturing

10 Manufacturing 334510 Electromedical and Electrotherapeutic Apparatus Manufacturing

10 Manufacturing 334512 Automatic Environmental Control Manufacturing for Residential,
Commercial, and Appliance Use

10 Manufacturing 334513 Instruments and Related Products Manufacturing for Measuring,
Displaying, and Controlling Industrial Process Variables

10 Manufacturing 334514 Totalizing Fluid Meter and Counting Device Manufacturing

10 Manufacturing 334515 Instrument Manufacturing for Measuring and Testing Electricity and
Electrical Signals

10 Manufacturing 334516 Analytical Laboratory Instrument Manufacturing

10 Manufacturing 334517 Irradiation Apparatus Manufacturing

10 Manufacturing 334519 Other Measuring and Controlling Device Manufacturing
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10 Manufacturing 3346 Manufacturing and Reproducing Magnetic and Optical Media

10 Manufacturing 335 Electrical Equipment, Appliance, and Component Manufacturing

10 Manufacturing 3361 Motor Vehicle Manufacturing

10 Manufacturing 3362 Motor Vehicle Body and Trailer Manufacturing

10 Manufacturing 3363 Motor Vehicle Parts Manufacturing

10 Manufacturing 336411 Aircraft Manufacturing

10 Manufacturing 336412 Aircraft Engine and Engine Parts Manufacturing

10 Manufacturing 336413 Other Aircraft Parts and Auxiliary Equipment Manufacturing

10 Manufacturing 3365 Railroad Rolling Stock Manufacturing

10 Manufacturing 3366 Ship and Boat Building

10 Manufacturing 336991 Motorcycle, Bicycle, and Parts Manufacturing

10 Manufacturing 336999 All Other Transportation Equipment Manufacturing

10 Manufacturing 337 Furniture and Related Product Manufacturing

10 Manufacturing 339 Miscellaneous Manufacturing

11 Pharmaceuticals 3254 Pharmaceutical and Medicine Manufacturing

12 Defense / Military Contractor 334511 Search, Detection, Navigation, Guidance, Aeronautical, and Nautical
System and Instrument Manufacturing

12 Defense / Military Contractor 336414 Guided Missile and Space Vehicle Manufacturing

12 Defense / Military Contractor 336415 Guided Missile and Space Vehicle Propulsion Unit and Propulsion
Unit Parts Manufacturing

12 Defense / Military Contractor 336419 Other Guided Missile and Space Vehicle Parts and Auxiliary
Equipment Manufacturing

12 Defense / Military Contractor 336992 Military Armored Vehicle, Tank, and Tank Component Manufacturing

12 Defense / Military Contractor 928110 National Security

13 Entertainment & Media 5111 Newspaper, Periodical, Book, and Directory Publishers

13 Entertainment & Media 512 Motion Picture and Sound Recording Industries

13 Entertainment & Media 515 Broadcasting (except Internet)

13 Entertainment & Media 519110 News Syndicates

13 Entertainment & Media 519120 Libraries and Archives

13 Entertainment & Media 519190 All Other Information Services

13 Entertainment & Media 71 Arts, Entertainment, and Recreation

14 Transportation / Aviation / Aerospace 481 Air Transportation

14 Transportation / Aviation / Aerospace 482 Rail Transportation

14 Transportation / Aviation / Aerospace 483 Water Transportation

14 Transportation / Aviation / Aerospace 484 Truck Transportation

14 Transportation / Aviation / Aerospace 485 Transit and Ground Passenger Transportation

14 Transportation / Aviation / Aerospace 487 Scenic and Sightseeing Transportation

14 Transportation / Aviation / Aerospace 488 Support Activities for Transportation

14 Transportation / Aviation / Aerospace 491 Postal Service

14 Transportation / Aviation / Aerospace 492 Couriers and Messengers

14 Transportation / Aviation / Aerospace 493 Warehousing and Storage

15 Public Authority / NGOs / Non-Profit 921 Executive, Legislative, and Other General Government Support

15 Public Authority / NGOs / Non-Profit 922 Justice, Public Order, and Safety Activities

15 Public Authority / NGOs / Non-Profit 923 Administration of Human Resource Programs
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15 Public Authority / NGOs / Non-Profit 924 Administration of Environmental Quality Programs

15 Public Authority / NGOs / Non-Profit 925 Administration of Housing Programs, Urban Planning, and
Community Development

15 Public Authority / NGOs / Non-Profit 926 Administration of Economic Programs

15 Public Authority / NGOs / Non-Profit 927 Space Research and Technology

15 Public Authority / NGOs / Non-Profit 928120 International Affairs

16 Real Estate / Property / Construction 23 Construction

16 Real Estate / Property / Construction 53 Real Estate and Rental and Leasing

17 Education 61 Educational Services

18 Mining & Primary Industries 212 Mining (except Oil and Gas)

18 Mining & Primary Industries 213113 Support Activities for Coal Mining

18 Mining & Primary Industries 213114 Support Activities for Metal Mining

18 Mining & Primary Industries 213115 Support Activities for Nonmetallic Minerals (except Fuels) Mining

19 Food & Agriculture 11 Agriculture, Forestry, Fishing and Hunting

19 Food & Agriculture 311 Food Manufacturing

19 Food & Agriculture 312 Beverage and Tobacco Product Manufacturing

20 Other 81 Other Services (except Public Administration)

Bashe attack — Global infection by contagious malware



Centre for

Eacsed NANYANG Risk Studies
e LLOYD'S ‘ MslG | SCOR T
"7 SINGAPORE CAMBRIDGE

Judge Business School






